ABHYASMITRA.IN
COMPREHENSIVE UNIVERSITY STUDY NOTES

NETWORK AND SECURITY

Unit I — Introduction to Computer Networks

Topics Covered in this Unit

Computer Networks: Definition, Goals, Data Communication System & Performance Criteria
Network Classification: LAN, MAN, WAN, Wireless Networks (WPAN, WLAN, WMAN, WWAN)
Network Protocols, Key Elements (Syntax, Semantics, Timing) & Layering Concepts
The OSI Reference Model: Comprehensive 7-Layer In-Depth Analysis & Data Flow
The TCP/IP Protocol Suite: 4/5-Layer Architecture & Exhaustive OSI vs. TCP/IP Comparison
Network Topologies: Bus, Star, Ring, Mesh, Tree, Hybrid (Mechanisms, Formulas & Trade-offs)
Transmission Media: Guided (Twisted Pair, Coaxial, Fiber Optic) & Unguided (Radio, Microwave, IR)
Network Architectures: Client-Server (N-Tier Models), Peer-to-Peer (P2P), and Hybrid
Network Devices: Bridge, Switch (ASIC/CAM), Router, Gateway & Access Point (Domains & Layers)
Design [ssues of Network Layers: Addressing, Error/Flow/Congestion Control, Routing & QoS
Al-Powered Networks & Real-World Applications of Al in Modern Computer Networking
High-Yield University Exam Question Bank with Model Answers & Unit Summary

Compiled in a structured, easy-to-understand, textbook style format
Specially curated for B.Tech / B.E. / BCA / MCA / B.Sc Computer Science & IT Students

© Copyright — abhyasmitra.in — All Rights Reserved


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

NETWORK AND SECURITY Unit [: Introduction to Computer Networks

COURSE SYLLABUS & MAPPING

Please verify the syllabus topics below against your university curriculum (e.g., AKTU, VTU, Anna University,
SPPU, Mumbai University, RGPV, INTU, IPU, etc.). All prescribed syllabus concepts are thoroughly explained
with diagrams, comparison tables, and exam-oriented questions in the following chapters.

[ PASTE UNIVERSITY / INSTITUTION SYLLABUS HERE ]

This section is dedicated for students/faculty to paste their university-specific syllabus copy, lecture schedule,
or course learning objectives (CLOs).

Prescribed Syllabus as per Standard Curriculum:

Unit I - Introduction to Computer Networks: Definition, Types of Networks: Local area networks (LAN),
Metropolitan area networks (MAN), Wide area networks (WAN), Wireless networks, Networks Protocol, The
OSI Reference Model, TCP/IP Model, Network Topologies, Types of Transmission Medium. Network
Architectures: Client-Server, Peer-to-Peer, Hybrid. Network Devices: Bridge, Switch, Router, Gateway, Access
Point, Design issues of layers, Al powered networks, application of artificial intelligence in computer
networks.

Additional University Notes / Course Details:

e Course Code: e Semester / Year:

e Faculty / Department: e Recommended Textbooks: Tanenbaum / Forouzan / Kurose-Ross

© abhyasmitra.in Page 2 of 48


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

NETWORK AND SECURITY Unit [: Introduction to Computer Networks

TABLE OF CONTENTS
1.1 Introduction & Foundations of COmMpPUtEr NEtWOTKS .......oorrienreereereeneiseinecssessesseesessssssessssssessssssssssssessssssssssenns 1
Primary Goals and Objectives of COMPULEr NEtWOTKS....ciimieiesssssssssssssssssssssssssssssssssssssssssssssssssnes 1
Five Fundamental Components of Data COMMUNICAtION ..c.vveriveesinncunnsnmesnssesnsesmssnssssssssssssssssssssssssssssssssssssesnes 1
Key Performance and Evaluation Criteria of NEtWOTKS ..o ssssssssssssssssessees 1
1. NetWOTrK PerfOrManCe.... i sssssssssssssssssssssss s sss s sss s ssssssns 1
2. NEetWOTK REIHADIIILY ..coreuieeeerieecereirieeeset ettt esetecsse s s s e ssss bbb s bbb st 1
3. NETWOTK SECUTILY wuvvuerrierissesessesssssessssssssssssss s ssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssss e sssssssssessssssssssssnsssssasesanes 1
1.2 TYPES Of NEEWOTKS ... cteeurieeeueenreeseesretseesseeseesse s st sessse s sss b s bbb s e A s R e bbb st 1
1. LOCAl AT€a NETWOTK ([LANY .oicuieeueeuseeseetsersseessesssesssessssssssesssessssssssesssess s ssss s sssess s sssass s s sass e sssssssnssssssssesssssens 1
2. Metropolitan Area NetWOTK (MAN) .. reeesseesesssesssessssessesssessseessessssssssesssessssssssesssesssessssssssssssssmsesssesssessasees 1
3. Wide Area NeTWOTK (WAN) ..o seeseeeseessessseesseessesssessseessessssssssesssesssesssessssesssesssesssessssssssesssesssessssssssasssesssessssssmssssnas 1
4, WITELESS NETWOTKS cuuvivusirsiisisissnsss st ssssssssssss s sesssess b s s SRS 0 1
Classification of Wireless NetWoOTrKS DY SCOPE: .. seesseessesssssssssssessssssesssessssssssssssessssssessssees 1
Unique Advantages & Challenges of Wireless NetWOTKS ......coccoieeenesneennssmeesseesssesssssssssssssessssssssesssssssesens 1
Comparative Summary: LAN vs. MAN VS. WAN VS. WiIreless.....coecnenernemeennesnesseesseesseessessessesssesssseseees 1
1.3 Network Protocols & Layering PriNCIPLES ... ssessssssssssesss s ssssssssesssssssssssenns 1
Three Key Elements of @ NetWOTK ProtOCO] .....cceecrneeeeeeeeeessesseesseesseessessesssssssessssesssesssesssssssssmsesssessssssseees 1
International Standards Organizations in NetWOTKING ........ceeeeerneeenemeesseesssesssesssessseesseessessesssesssesssessseees 1
The Concept of Protocol Layering and MOAUIATILY ... ssssssssessssessessssssssssssssssssesssessseses 1
Core Principles and Advantages Of LAy eIiNg: ... ereeernnersmessseesseessesssssssesssesssssssssssssssesssssssesssesssessssssssees 1
Key Concepts in Layered Architecture (Tanenbaum's Model) ... 1
Data Encapsulation and De-encapsulation PrOCESS ......oeeermeemeesneerneessensessseesssesssesssessssssssssssssesssesssessssssssees 1
1.4 The OSI Reference MOGEL......ourerirmiriseesssesssessssssssssssssssssssssssssessssssss s ssss s sssssssssssss s s s sssssssessssesssas 1
Detailed In-Depth Breakdown 0f the 7 OSI LAYErS....cceeermermeeseesseesseessesssessseesssesssesssesssssssssssssssesssesssessssssssees 1
LaYer 7: APPlICAION LAYET c.ueuieeeureeeiueeneeeseesresseesseeecssessesss s es s ssssss st s s s s s s b s ssse bbb sees 1
Layer 6: Presentation LaYer ... sessss s s s ssssssensens 1
LAY @I 5: SESSION LAYET w.cuueeueereeueesseceeeesseessessseessssssessseessessssssssesssesssessssesssesssesssesssessssssssssssess s sssesssessssesasesesssesssesssnees 1
Layer 4: Transport Layer (The Heart of the OSIT MOdel].....ooiencureenreeneeseeneersensessesesseessessssssessesssssssessessessees 1
LAY eI 3: NEEWOTK LAY e cuierieereeereceeeeeesseesseesseessessseessessssssss s sssess s sssesssess s s ss s sssees s e sssasssesssenes 1
LAYETr 2: DAt LINK LAY ET c.ucuiereereeureeeeuseeeeeseessessesssesecssesssessssssesssessesssssss s s sassse s ssse st s s s s s sssessssessssssssasessnes 1
LAYEI 1: PRYSICAl LAYET .o iuiierirureerreeeeeeseesseesseesssesssesssesssessssssssesssssssess s sssesssesssssssss s sssess s sssssssessssssasesssssasssesssnees 1
Master SUMmary Table: The 7 OSI LAYETS ....cereerreueesesseessessessssssesssesssessssssesssssssssssssssssssssssssssssssssssssssssssssssasessees 1
1.5 The TCP/IP PrOtOCO] SUILE.....ccuiereereeereereceseeeesseeset et ssseesesssesssesss s esssesse s sss bbb s bbb bbbt 1
Architecture of the TCP/IP Model (5-Layer Representation) ... eeeeeneessessesssessssesssssssessssesseesss 1
Exhaustive Master Comparison: OSI Model vs. TCP/IP MOdel .......ocoumnrieneereenessiseeseeseeseessesseessessessessesees 1
1.6 NEEWOTK TOPOIOZIES.c..ueeereeereemiesseeseessesssesssesssecsseesssessse s s s s sssesssees s sss s s s RS E R R R bR 1

© abhyasmitra.in Page 3 of 48


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

NETWORK AND SECURITY Unit [: Introduction to Computer Networks

Detailed Analysis of Core NetWorK TOPOIOZIES ... eueeieeereererseesseesseesseesssesssesssessssessesssssssessssssssesssssssssssessssssssees 1

1. BUS TOPOIOZY (LINEAT BUS) .. iuieuieecereenresseinseeseessessessesssessesssessssssessssssesssssss s sssss s st sssssssssssss st sessssssssssssssssnesnns 1

2. STAT TOPOIOZY cevvrrenremseesseernesssessseesseesseesssssssesssessse s sssess s s s SRR SRR AR AR R e 1

3. RINIEZ TOPOIOZY ..eueurieneereenreueeuseeetusessessesssssseesse s ssse s s ses s RS R R s bR bbb nes 1

4. Mesh Topology (Fully Connected vs. Partially CONNECted) ......cooeureereereereeneeureenneeseiseeseesseeseessessessesssesseens 1

5. Tree Topology (Hierarchical Star-Bus) ... eeeeeesssesssessseessesssessssssssssssssssssssssssssssssssssssssssssesssessssees 1

6. HYDTIA TOPOLOZY ..orreueerienriueinrieeiuseisiuseesseseesse e sssesssssessse s s e s s b ssEnER areb e R bbb nes 1
Master Comparison Table of NetWOTrK TOPOIOZIES ....cvureeeueeemerreesseesseesseessessesssessssessssssessssessssssssssssssssesssessseees 1
1.7 Types of TranSmMiSSION MEAIA .....cccrereeeeurierresiieeessesesseesseessssessssssssessssssesssssss s s s s ss s s s bbb basnsaas 1
1. Guided TranSmMiSSION MEAIA.....uirrrissirisssssssss s 1
W B U Y0 o=V bl = o) PP 1

T 00T £ 06 1 ] (PPN 1

C. OPLICAl FIDEI CADIE .ottt ssessesss s st ssssssssssssssssssssssss st ssssssssssanssnens 1

2. Unguided Transmission Media (WIrlESS) ... rrreereeseesmermessseesseesseessesssesssessssesssesssesssessssssssesssssssesssesssessssees 1
A. Radio Waves (3 KHZ 10 1 GHZ) ..o ssssssssssssssssssss s sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 1

B. Microwaves (1 GHZ t0 300 GHZ) ..o veeeererreesreesseeeeeesseesseessesssessesssessseessessssssssssssessssssssesssesssessssssssssssesssesssessssees 1

C. Infrared Waves (300 GHZ 0 400 THZ)....couuurmereerreeeneeseeseessessssesssesssesssesssssssssssssssessssssssssssssssesssssssssssssssasssassssees 1
Master Comparison Table: TranSmiSSION MeIa . ......cuuwereeereermermeesmeesseesseessessessessssesssesssesssessssssssesssesssesssssssssssees 1
1.8 NetWOTK ATCHITECTUTES ..o bbb 1
1. Client-Server NetWoTrK ATChItECTUTE ..o sss s 1
Multi-Tier ClIENt-Server MOEIS: ... eeerrerseesseesseeseeessesssesssesssessesssesssessssssssssssssssessssssssesssessssssssssssesasesssessssssssees 1
Dedicated Server Roles in ENterprise NetWOTKS: ... essssssss s sssssssssessssasessees 1

2. Peer-to-Peer (P2P) NetWork ArCRItECIUIE ... ceceeceeeeeeseeesserseessees s essessse s ssesssess s s s sssesssessssees 1
Types and Modern APPlications Of P2P: ...ttt sssssssessss s sssesssesssssssssssssssssssns 1

3. Hybrid NetWOrk ArCRITECEUIE ... ceueeeeeeeceeeeesseesees s sess s sess e ss et e ss s s ssess s s 1
Master Comparison Table: NetWork ArChit@CtUTES. ...t ssesssesss s sssesssssesasesaees 1
1.9 Network INtercoONNECtiON DEVICES .....ovweeeeeeeereeeeseesseesssesssess s sessssssss s sssessssssssssssesssesssesssss s sssesssassssssssssssessseseas 1
Detailed Analysis of COre NetWOTrK DEVICES. ..o eeeeeereeseesssesssessseesseesseesssesssessssssssesssesssesssesssessssesssesssesssesssessssees 1

1. Bride (LAYET 2 DEVICE) . cuieureureeueeeesrersessesssesseessesseessesssessesssessesssessssssesssessssssessssssesssessssasessssssessssssesussssesssessasasesssssnssnns 1

2. Switch (Multi-port Bridge / Layer 2 & LaYer 3] .. eeernmersseesseessesssessssssssssssssssssssssssssssssesssesssessssssssees 1

3. ROULET (LAYET 3 DEVICE) .ueueereeueeeiueeneeeseesseiseesessecssessse s sssesssessesssssss et s bbb s bbb ees 1

4. Gateway (Protocol CONVETLEr / LAYETS 4=7 ) errerreesseesseeseessesssessssssssssesssessssssssssssssssssssssssssssssssssssssssesens 1

5. Access Point (Wireless Access POINt - WAP / LAYET 2) .. ssessssssesssssssssssssssssssssssessees 1
Master Summary Table: Network Devices COMPATISOMN ... .ueeermeesreesseeseerssesssessseesssesssesssesssessssssssssssesssesssessssssseees 1
1.10 Design Issues for NetWOTK LAY erS.....iisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 1
The Eight Fundamental Layer DeSigN [SSUES ......c.ocreenrerneeserseesetseessesesssesssessssssssssssssssssssssssssssssssssssssssssssssssssesas 1

1. Addressing and IdentifiCation......o e sees s ss s s ses s 1

© abhyasmitra.in Page 4 of 48


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

NETWORK AND SECURITY Unit [: Introduction to Computer Networks

2. Error Control (Detection and COTTECLION) ....eeimieminsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessnes 1

3. FIOW COMEIOL.c.eriteieieneereeeeteisseesetase s eeaseessse e sa e s s e bR R R s R E bbb ees 1

4. CONGESTION COMEIOLeuriitrireuieueeseessessessesssesssess s ssse s s ssees s bR s RS R bbb 1
5. Routing and Path Determination ... creenneeisesseesseesssssesesssssssessssssessssssssssssssssssssssssssessssssssssssssssssasessees 1

6. Multiplexing and De-MUILIPIEXINE ... eess e sssessssssessssss s ssssss s sessssesssssssssssssasessnes 1

7. Quality of Service (Q0S) & SCAlADIILY .. s 1

8. Network Security, Privacy, and Data INTeEIitY ... iseeeessessesss s essssssss s ssssssessssssssasessees 1
1.11 Al-Powered Networks & Applications of Al in Computer NetWOTKS ......ovrnnemsneinesensssnssesssessenns 1
Core Al / Machine Learning Techniques Applied in NetWorKing......c.oeneenensenseeneessesesssssseessessesssssesees 1
Seven Major Real-World Applications of Al in Computer NEtWOTKS ......cccnenminmsnmesnsnssssssessssssssssssesnes 1
1. Intelligent Dynamic Routing & Traffic ENgINEering......oeernmeenmeeeeseesssessesseesseesssesseesseeseessesssesnnes 1

2. Predictive Maintenance & Automated Fault LOCaliZation .....cccoooeneneenecneenscseensceseeseseeseseesseesessessesens 1

3. Al-Driven Network Security & Threat DeteCtion ... ssesssessessesssesessssssessesssesees 1

4. Dynamic Quality of Service (QoS) & Bandwidth SHCING.......ccveeereeeernmernmerreesseesseesssesseesseesseesseesssessseeseeens 1

5. Intent-Based Networking (IBN) & Self-Healing NetWOTKS .......coenenienrineesnneesneesseessessssessesssesssessssssssees 1

6. Energy-Efficient 'Green’ NEetWOTKING ... secssesssssssssssssesssssssesssesssssssssssssssssssesssessssees 1
7.Alin 5G / 6G Cellular & EAge COMPULING......cooucrrererreerereesseiseessesecsseessessesssessessessessessessssssssssssssssssssssssessesssessees 1
Challenges & Limitations of Al in COMPULETr NEtWOTIKS ....ocveeermeemeesseerseerseeessseesssesssessseesseesseessessesssesssesssessseees 1
1.12 High-Yield University Exam QUeStion BanK........ s ssssssssssssessssssenns 1
Part A: Short Answer QUEeStions (2 t0 5 MarKS) ...t ssesssesseessssse s s s sssssssssessssssssasessees 1
Q1. Define a Computer Network and list the five components of data communication. [2-3 Marks] 1
Q2. What is a Network Protocol? Explain its three essential elements. [3-5 Marks] ......ccccesnmereenrernes 1
Q3. Differentiate between MAC Address and [P Address. [3-5 Marks] .....ccoeemeemeenecsneesnsernseesseesseeesnees 1
Q4. Why is Optical Fiber immune to EMI? Explain its principle of operation. [3-5 Marks].......cccnnee. 1

Q5. Compare Hub, Switch, and Router in terms of Collision and Broadcast Domains. [3-5 Marks].... 1

Q6. Calculate the number of duplex links and ports required for a fully connected Mesh topology

WiIth 8 NOAES. [2-3 MATKS] et esse e ssse s s s ss s es s bbb st 1

Q7. Explain the TCP 3-Way Handshake connection establishment process. [3-5 Marks].......ccconueennees 1

Q8. What is Intent-Based Networking (IBN)7 [2-3 Marks]....ccccmeneneererneneensessesesseessesssessessssssssessessesees 1
Part B: Long Answer Essay Questions (10 to 15 Marks Outline GUIides) ......ceneenmeenmeesseeeseesneesnmesmsessseesseesnees 1
1.13 Unit SUMMATY & KEY TaKEAWAYS......cuccuriereueereeseessesseissseeessesssesssssssssssssessssssssssss s s sssssssssassssssssssssssssasssesssssnssnns 1

© abhyasmitra.in Page 5 of 48


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

NETWORK AND SECURITY Unit [: Introduction to Computer Networks

1.1 Introduction & Foundations of Computer Networks

Definition: Computer Network

A Computer Network is an interconnected collection of autonomous computing devices (such as
computers, servers, mainframes, network devices, and IoT peripherals) that exchange data, share
resources, and communicate with one another using established communication protocols over
physical or wireless transmission media.

In modern information technology, computer networks form the underlying backbone of global
communication, distributed computing, enterprise collaboration, and cloud services. Two devices are
said to be interconnected if they are capable of exchanging information, and they are autonomous if no
computer can forcibly start, stop, or control another without authorization.

Primary Goals and Objectives of Computer Networks

The development and implementation of computer networks are driven by several crucial organizational
and technical goals:

= 1. Resource Sharing: The foremost objective of networking is to make all hardware devices (e.g.,
high-speed printers, storage arrays), software applications, and databases available to any network
user without regard to the physical location of the resource or the user.

= 2.High Reliability and Fault Tolerance: By replicating files, services, and processing power across
multiple physical machines, a network ensures continuous operations. If one server suffers a
hardware crash, alternative machines seamlessly take over the workload.

= 3.CostReduction and Economic Efficiency: Small personal computers connected to shared server
clusters achieve far superior price-to-performance ratios compared to expensive standalone
mainframe supercomputers.

= 4. Scalability and Flexibility: System capacity can be expanded incrementally as organizational
demand increases by simply adding more client workstations or processing nodes without
overhauling existing infrastructure.

= 5. Rapid and Collaborative Communication: Networks provide ubiquitous mediums for instant
messaging, electronic mail, videoconferencing, real-time distributed document editing, and unified
business workflows.

Five Fundamental Components of Data Communication

Data communication refers to the exchange of data between two nodes via some form of transmission
medium. A complete data communication system consists of five indispensable components:
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DATA COMMUNICATION SYSTEM COMPONENTS
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Figure: The 5 Fundamental Components of Data Communication

= 1. Message: The information or payload to be communicated. Messages can take various formats
including text, numbers, static pictures, audio, video, or structured binary data.

= 2. Sender (Transmitter): The physical device that originates and transmits the data message.
Examples include personal computers, mobile workstations, telephone handsets, and video
cameras.

= 3. Receiver: The device that accepts and processes the transmitted message. Examples include
destination computers, print servers, database hosts, and television monitors.

* 4. Transmission Medium (Communication Channel): The physical pathway or wireless
electromagnetic spectrum across which the message travels from sender to receiver (e.g., twisted
pair cable, coaxial cable, optical fiber, radio waves).

= 5. Protocol: A formal set of rules, syntax, semantics, and timing constraints that govern the
transmission of data between communicating entities. Without a protocol, two devices may be
physically wired together but unable to understand one another (analogous to two people speaking
different languages without a translator).

Key Performance and Evaluation Criteria of Networks

To evaluate the effectiveness, quality of service (QoS), and reliability of a computer network, three core
criteria are analyzed:

1. Network Performance

= Transit Time & Response Time: Transit time is the elapsed time required for a message to travel
from the source device to the destination device. Response time is the total elapsed time between
an inquiry and the arrival of the corresponding response.

* Throughput & Bandwidth: Bandwidth defines the theoretical maximum data carrying capacity of
a link (measured in bits per second, bps). Throughput represents the actual rate at which data is
successfully delivered over the network channel in practice.

= Total Latency (Delay): The total time taken for an entire packet to reach its destination. Latency is
the sum of four distinct delay components:
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- Propagation Delay (Tprop): Time required for a single bit to travel from sender to receiver
through the physical medium. Formula: Tprop = Distance / Propagation Speed (where speed is
approx. 2 x 1078 m/s in copper/fiber).

- Transmission Delay (Ttrans): Time required to push all packet bits into the transmission wire.
Formula: Ttrans = Packet Length (L in bits) / Transmission Bandwidth (R in bps).

- Queuing Delay (Tqueue): Time spent by the packet waiting in intermediate router buffers and
queues before being processed and transmitted.

- Processing Delay (Tproc): Time taken by intermediate routers/switches to inspect the packet
header, verify checksums, and determine the output interface.

2. Network Reliability

= Mean Time Between Failures (MTBF): A statistical measure of the expected operating time
between inherent hardware or system breakdowns.

= Mean Time to Repair (MTTR): The average time required to diagnose, repair, and restore a failed
network link or node back to fully functional state.

= Robustness & Disaster Recovery: The inherent capability of a network topology and routing
protocol to maintain service continuity during link cuts or node failures.

3. Network Security

= Confidentiality: Protecting data from unauthorized disclosure, eavesdropping, and interception via
strong cryptography.
= Integrity: Ensuring that received data has not been altered, tampered with, or injected with

malicious modifications during transit.

= Availability: Guaranteeing that network resources, services, and communication paths remain
accessible to legitimate authorized users at all times (preventing Denial of Service / DoS attacks).

NOTE / EXAM POINTER

For university exams, remember the latency formula: Total Delay = Propagation Delay + Transmission
Delay + Queuing Delay + Processing Delay. Note that while Transmission Delay depends on bandwidth
and packet size, Propagation Delay depends strictly on physical distance and medium speed!

1.2 Types of Networks

Computer networks are broadly categorized based on their geographic scope, scale, administrative
ownership, transmission technology, and physical infrastructure. The primary classifications are Local
Area Networks (LAN), Metropolitan Area Networks (MAN), Wide Area Networks (WAN), and Wireless
Networks.

1. Local Area Network (LAN)
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A Local Area Network (LAN) is a privately owned communication network that interconnects computers
and peripheral devices within a limited geographical area, such as a single room, office, home, school
laboratory, or a university building campus (typically spanning up to 1 to 2 kilometers).

= Key Characteristics of LAN:

High Data Rates: Modern LANs typically operate at speeds ranging from 100 Mbps (Fast
Ethernet), 1 Gbps (Gigabit Ethernet), up to 10 Gbps and 100 Gbps.

- Low Latency and Low Error Rates: Due to short physical cable distances and high-quality
shielded cabling, bit error rates (BER) are negligible (approx 10”-9).

- Private Ownership: Fully owned, administered, and maintained by a single private organization
or individual, giving full control over topology and security.

- Dominant Technologies: IEEE 802.3 Ethernet (using twisted pair Cat6 or fiber optic cables) and
IEEE 802.11 Wi-Fi.

- Common Topologies: Star topology (using central Ethernet switches) and Bus/Ring topologies
in older legacy systems.

2. Metropolitan Area Network (MAN)

A Metropolitan Area Network (MAN) covers a broader geographical expanse than a LAN, typically
spanning an entire city, municipal town, or large multi-campus industrial complex (ranging from 5 to 50
kilometers). A MAN is frequently used to interconnect multiple distinct LANs across a town into a unified
network.

= Key Characteristics of MAN:
- Geographic Coverage: Encompasses an entire city or metropolitan region.

- Moderate to High Speed: Operates at speeds ranging from 100 Mbps to several Gbps using high-
speed optical fiber backbones.

- Ownership: Can be owned by a single large consortium, a municipal corporation, or leased from
public telecommunication service providers.

- Dominant Technologies: Cable Television networks, Metro Ethernet, FDDI (Fiber Distributed
Data Interface), DQDB (Distributed Queue Dual Bus), and WiMAX (IEEE 802.16).

3. Wide Area Network (WAN)

A Wide Area Network (WAN) spans extensive geographical distances across cities, states, countries, or
entire continents. The global Internet is the most prominent and ubiquitous example of a public WAN.

= Key Characteristics of WAN:

- Geographic Coverage: Nationwide, continental, and intercontinental scale.
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- Two Distinct Components: A WAN consists of (a) Hosts / End Systems (customer premises
equipment), and (b) The Communication Subnet (transmission lines like undersea optical fiber
cables and switching elements like high-performance core routers).

- Lower Data Rates & Higher Error Rates: Due to vast geographic distances, propagation delays
are significant, and bit error rates are higher compared to local LANs.

- Multi-Provider Ownership: Infrastructure is owned and operated by multiple Tier-1/Tier-2
Internet Service Providers (ISPs), telecom carriers, and satellite operators.

- Dominant Technologies: Multiprotocol Label Switching (MPLS), SD-WAN, Leased Lines (T1/T3,
E1/E3), Dense Wavelength Division Multiplexing (DWDM) optical fiber lines, and Satellite links.

4. Wireless Networks

Wireless networks utilize electromagnetic radiation (radio frequency waves, microwaves, or infrared)
to transmit signals through the atmosphere or free space without physical cables. Wireless networks
offer immense mobility, flexibility, and rapid deployment.

Classification of Wireless Networks by Scope:

= WPAN (Wireless Personal Area Network): Short-range wireless connections (typically under 10
meters) around an individual person. Examples: Bluetooth (IEEE 802.15.1), Zigbee (IEEE 802.15.4
for 10T sensors), Near Field Communication (NFC), and Ultra-Wideband (UWB).

= WLAN (Wireless Local Area Network): Wireless extension or replacement of a local LAN within a
building or home (up to 100 meters). Governed by IEEE 802.11 standards (Wi-Fi 4/5/6/6E/7)
operating in 2.4 GHz, 5 GHz, and 6 GHz bands.

= WMAN (Wireless Metropolitan Area Network): Metropolitan wireless broadband access
covering several kilometers. Examples: WiMAX (IEEE 802.16) and 5G Fixed Wireless Access (FWA).

= WWAN (Wireless Wide Area Network): Long-range wireless connectivity across regional,
national, and global expanses. Examples: Cellular telecommunication networks (2G, 3G, 4G LTE, 5G
NR, 6G) and Satellite constellations (LEO like Starlink, MEO, GEO).

Unique Advantages & Challenges of Wireless Networks

= Advantages: Tetherless user mobility, rapid installation in rough terrains without trenching cables,
reduced physical infrastructure maintenance, flexible device onboarding.

= Technical Challenges: Multipath fading (signals bouncing off obstacles causing destructive
interference), path loss and attenuation over distance, electromagnetic interference (EMI from
microwaves/motors), security risks (eavesdropping, unauthorized packet sniffing, rogue APs).

Comparative Summary: LAN vs. MAN vs. WAN vs. Wireless

The following master comparison table summarizes the critical technical differences between the major
types of networks:
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Parameter

LAN

MAN

WAN

Wireless
(WLAN/WWAN)

Geographic
Scope

Data Transfer
Rate

Propagation
Delay

Bit Error Rate
(BER)

Ownership

Physical
Medium

Installation
Cost

Dominant
Standards

Small (Room,
Building, Campus <
2 km)

Very High (100
Mbps to 100 Gbps)

Extremely Low
(microseconds)

Negligible (~10"-9)

Single Private
Organization

Twisted Pair (Cat6),
Optical Fiber

Low to Moderate

IEEE 802.3
(Ethernet), Token
Ring

Moderate (Entire
City, 5-50 km)

Moderate to High
(100 Mbps - 1 Gbps)

Moderate
(milliseconds)

Low (~107-7)

Public, Private, or
Telecom
Consortium

Coaxial, Optical
Fiber, Metro
Ethernet

High

DQDB, FDDI, Metro
Ethernet, WiMAX

Vast (Country,
Continent, Global)

Moderate to High
(Variable, 10 Mbps -
10 Gbps)

High (tens to
hundreds of ms)

Higher (~10”-5)

Multiple Telecom
Carriers / ISPs

Undersea Fiber,
Satellite, Microwave

Extremely High

MPLS, ATM, Frame
Relay, SD-WAN

Variable (10m for
PAN to Global for
WWAN)

Variable (1 Mbps
Bluetooth to 10
Gbps Wi-Fi 7 / 5G)

Moderate to High
(subject to air link
latency)

Highest (due to
noise & interference
~107-4)

Private (WLAN) /
Telecom Carrier
(WWAN)

Radio Waves,
Microwaves,
Infrared

Moderate (Saves
physical cabling
costs)

IEEE 802.11 (Wi-Fi),
802.15 (Bluetooth),
4G/5G NR
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1.3 Network Protocols & Layering Principles

Definition: Network Protocol

A Network Protocol is a formal, standardized set of rules, formats, conventions, and timing algorithms
that define how two or more communicating entities interact, transmit, format, and synchronize data
across a communication network.

In computer communications, entities are anything capable of sending or receiving information (such as
software applications, operating system network stacks, or hardware controllers). For two entities to
communicate successfully, they must agree on a precise protocol. A protocol defines WHAT is
communicated, HOW it is communicated, and WHEN it is communicated.

Three Key Elements of a Network Protocol

Every network protocol comprises three fundamental structural elements:

= 1. Syntax: Refers to the structure, physical format, and layout of the data transmitted. It specifies
the exact order in which bit patterns, header fields, addresses, flags, and data payloads are
organized. For example, a protocol syntax might dictate that the first 8 bits represent the sender
address, the next 8 bits represent the destination address, and the remaining bits represent the
message payload.

= 2. Semantics: Refers to the meaning and interpretation of each section of bits. It defines how a
particular pattern of control bits is interpreted and what specific action or computational response
the receiving node must take upon reading those bits. For example, semantics determine whether a
bit pattern represents an acknowledgment (ACK), a retransmission request (NACK), or a connection
tear-down request (FIN).

= 3. Timing: Refers to two critical characteristics: when data should be sent and how fast it can be
transmitted. Timing encompasses data rate matching (preventing a fast sender from flooding a slow
receiver), synchronization of clocks, propagation latency compensation, and message sequencing to
ensure packets are processed in proper order.

International Standards Organizations in Networking

To ensure global interoperability between equipment manufactured by competing vendors, networking
protocols are standardized by recognized international bodies:

= ISO (International Organization for Standardization): Developed the seminal 7-layer Open
Systems Interconnection (OSI) Reference Model.

= IEEE (Institute of Electrical and Electronics Engineers): Standardizes local area and
metropolitan network technologies under the IEEE 802 committee (e.g., [EEE 802.3 Ethernet, IEEE
802.11 Wi-Fi, IEEE 802.15 Bluetooth).
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= IETF (Internet Engineering Task Force): Develops and maintains Internet protocols (such as IP,
TCP, HTTP, DNS) through published Request for Comments (RFC) technical documents.

* ITU-T (International Telecommunication Union - Telecommunication Standardization
Sector): Standardizes telecommunications, modem signaling, cellular technologies, and optical
transport standards.

= W3C (World Wide Web Consortium): Develops open standards and protocols for the World Wide
Web (e.g., HTML5, XML, WebSockets).

The Concept of Protocol Layering and Modularity

Modern computer networks are highly intricate systems involving physical transceivers, electrical
signals, error detection codes, routing algorithms, process addressing, and distributed applications. To
reduce design complexity, network software and hardware are organized as a series of hierarchical
layers, each built upon the layer below it.

Core Principles and Advantages of Layering:

= Modularity and Abstraction: Each layer is responsible for performing a specific, well-defined
subset of communication tasks. Upper layers are shielded from the low-level implementation details
of lower layers.

= Ease of Maintenance & Independent Evolution: Modifications to a protocol at one layer do not
require changes to protocols at other layers, provided the interface between adjacent layers remains
unchanged (e.g., upgrading from copper Ethernet to Optical Fiber does not require modifying the
HTTP browser protocol).

= Interoperability: Layered standards enable multi-vendor hardware and software components to
seamlessly communicate through standardized layer interfaces.

Key Concepts in Layered Architecture (Tanenbaum'’s Model)

= Service: A set of operations (primitives) that a lower layer provides to the layer immediately above
it. The service defines what the layer does on behalf of its user, but says nothing about how these
operations are implemented.

= Interface: The boundary between two adjacent layers on the same host system. It defines which
primitive operations and parameters the upper layer can invoke to access the services of the lower
layer.

= Protocol: A set of rules governing the format and meaning of packets exchanged between PEER
entities at the SAME layer across different machines.

= Service Access Point (SAP): The logical point at which an upper layer accesses the services of a
lower layer. Each SAP has a unique address (e.g., Port numbers are Transport Layer SAPs; IP
addresses are Network Layer SAPs; MAC addresses are Data Link Layer SAPs).

© abhyasmitra.in Page 13 of 48


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

NETWORK AND SECURITY Unit [: Introduction to Computer Networks

Data Encapsulation and De-encapsulation Process

Data transmission in a layered system relies on the fundamental mechanics of Encapsulation and De-
encapsulation:

= 1. Service Data Unit (SDU): The user data or payload passed down from the layer above, awaiting
transmission.

= 2. Protocol Control Information (PCI): Header (and sometimes trailer) information added by a
layer to control protocol operations (containing sequence numbers, addresses, error checksums,
flags).

= 3.Protocol Data Unit (PDU): The complete composite packet consisting of the header/trailer plus
the SDU. Mathematically: PDU = PCI (Header) + SDU. This PDU becomes the SDU for the layer
immediately below it.

DATA ENCAPSULATION & DE-ENCAPSULATION FLOW

SENDER HOST RECEIVER HOST
[Application Layer] ---> Data (SDU) -------------------- > [Application Layer]
N
v I
[Transport Layer] ---> [TH | Data ] (Segment) -------- > [Transport Layer]
| A
v I
[Network Layer] ---> [NH | TH | Data ] (Packet) ----> [Network Layer]
N
v I
[Data Link Layer] ---> [DH | NH | TH | Data | DT ] ---> [Data Link Layer]
(Frame) ~
v I
[Physical Layer] ---> 9l110100101101011 (Bits) ------- > [Physical Layer]
I
v

[ PHYSICAL TRANSMISSION MEDIUM ]

Figure: Encapsulation (Sender side) adding headers; De-encapsulation (Receiver side) stripping headers

= Encapsulation (Sender Side): As user data moves downward from the Application layer to the
Physical layer, each successive layer prepends its own Protocol Header (and at Layer 2, appends a
Trailer) to package the data.

= De-encapsulation (Receiver Side): As the bit stream arrives at the destination and moves upward,
each successive layer inspects, processes, and strips off its corresponding header, passing only the
unwrapped payload (SDU) to the layer above until the raw user data reaches the application.

NOTE / EXAM POINTER

Exam Trick: Remember the PDU names at each layer! Application Layer: Message/Data | Transport
Layer: Segment (TCP) / Datagram (UDP) | Network Layer: Packet | Data Link Layer: Frame | Physical
Layer: Bits.
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1.4 The OSI Reference Model

Definition: OSI Reference Model

The Open Systems Interconnection (OSI) Reference Model is a theoretical, conceptual architectural
framework established in 1984 by the International Organization for Standardization (ISO Standard
7498). It partitions the complete end-to-end communication process into seven distinct, structured
layers to facilitate open, multi-vendor interoperability.

The OSI model is not a network architecture in itself because it does not specify the exact services and
protocols to be used in each layer; rather, it defines what each layer should accomplish. A useful
mnemonic to memorize the 7 layers from top to bottom (7 down to 1) is: 'All People Seem To Need Data
Processing' (Application, Presentation, Session, Transport, Network, Data Link, Physical), or from bottom
to top (1 up to 7): 'Please Do Not Throw Sausage Pizza Away'.

Detailed In-Depth Breakdown of the 7 OSI Layers

Layer 7: Application Layer
The Application Layer serves as the direct interface between end-user software applications and the
underlying network services. It provides network services directly to user applications and defines
protocols that applications use to exchange data.

= PDU (Protocol Data Unit): Data / Message / Payload

= Key Functions:

- Network Virtual Terminal (NVT): Software version of a physical terminal, allowing users to log
into remote hosts (e.g., Telnet, SSH).

- File Transfer, Access, and Management (FTAM): Allows users to retrieve, manipulate, and
manage files on remote computers (e.g., FTP, SFTP).

- Mail & Directory Services: Provides email forwarding and storage (SMTP, POP3, IMAP) and
distributed database lookups for name resolution (DNS).

- Web Browsing Protocols: Facilitates hypermedia distribution (HTTP, HTTPS).

= Protocols Operating at Layer 7: HTTP, HTTPS, FTP, SMTP, POP3, IMAP, DNS, SNMP, Telnet, SSH,
DHCP.

Layer 6: Presentation Layer

The Presentation Layer is concerned with the syntax, representation, and semantics of the information
exchanged between two communication systems. It ensures that data sent from the application layer of
one system can be read and interpreted by the application layer of another system.

= PDU (Protocol Data Unit): Formatted Data
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= Key Functions:

- Translation & Character Encoding: Converts data between different internal formats (e.g.,
translating between EBCDIC and ASCI], or UTF-8 and Unicode) so heterogeneous computers can
understand each other.

- Data Encryption and Decryption: Protects sensitive information by transforming plaintext into
ciphertext at the sender and decrypting ciphertext back to plaintext at the receiver (e.g., TLS/SSL
cryptographic formatting).

- Data Compression and Decompression: Reduces the number of bits required to represent data,
optimizing transmission bandwidth for text, audio, and video (e.g., JPEG, MPEG, MP3, GZIP).

Layer 5: Session Layer
The Session Layer establishes, manages, synchronizes, and terminates communication sessions (dialogs)
between two presentation-layer entities running on different hosts.

= PDU (Protocol Data Unit): Data / Dialog Tokens

= Key Functions:

- Dialog Control: Allows two systems to enter into a dialog in either Half-Duplex (one way at a
time) or Full-Duplex (two ways simultaneously) mode.

- Synchronization and Checkpointing: Inserts synchronization checkpoints into long data
streams. If a 100-page file transfer crashes at page 72, transmission can resume from checkpoint
70 rather than restarting from page 1.

- Session Separation and Graceful Termination: Ensures conversations are closed cleanly without
data loss.

= Protocols / APIs: NetBIOS, RPC (Remote Procedure Call), PPTP, AppleTalk Data Stream Protocol.

Layer 4: Transport Layer (The Heart of the OSI Model)

The Transport Layer is responsible for the true Process-to-Process (End-to-End) delivery of the complete
message. While the Network layer moves packets from host to host, the Transport layer ensures that the
packet reaches the exact application process running on that destination host.

= PDU (Protocol Data Unit): Segment (in TCP) / Datagram (in UDP)
= Key Functions:

- Service-Point (Port) Addressing: Appends a 16-bit Port Number (0 to 65535) to the header so
the receiving operating system directs data to the correct process (e.g., Port 80 for HTTP, Port
443 for HTTPS, Port 53 for DNS).

- Segmentation and Reassembly: Divides long messages into smaller segments at the sender,
assigns sequence numbers to each segment, and reassembles them in the correct sequential
order at the receiver.
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Connection Management: Manages connection-oriented services (using the reliable 3-Way
Handshake: SYN -> SYN-ACK -> ACK) or fast connectionless services (fire-and-forget).

End-to-End Flow Control: Regulates transmission speed using sliding window mechanisms to
prevent a fast sender process from flooding a slow receiving process.

End-to-End Error Control: Employs cumulative acknowledgments and checksums to ensure that
entire messages arrive without corruption, loss, or duplicate segments.

= Key Protocols: TCP (Transmission Control Protocol), UDP (User Datagram Protocol), SCTP.

Layer 3: Network Layer

The Network Layer is responsible for the Host-to-Host delivery of individual packets across multiple

intermediate networks and routers. It handles logical addressing and path determination across complex

internetworks.

= PDU (Protocol Data Unit): Packet

= Key Functions:

Logical (IP) Addressing: Assigns globally unique, hierarchical logical addresses (IPv4: 32-bit,
[Pv6: 128-bit) to identify source and destination host networks and nodes.

Routing & Path Determination: Employs dynamic routing algorithms (Dijkstra, Bellman-Ford)
and routing protocols (OSPF, BGP, RIP) to select the mathematically optimal path from source
to destination across mesh networks.

Packet Forwarding: Moves packets from an incoming router interface to the appropriate
outgoing interface based on the routing table.

Fragmentation and Reassembly: If an intermediate link has a smaller Maximum Transmission
Unit (MTU) than the packet size, the network layer fragments the packet and handles
downstream reassembly.

= Devices Operating at Layer 3: Routers, Layer 3 Multilayer Switches.

= Key Protocols: [P (IPv4/IPv6), ICMP (Internet Control Message Protocol), IGMP, OSPF, BGP, RIP,
ARP, RARP.

Layer 2: Data Link Layer

The Data Link Layer transforms a raw, error-prone physical transmission line into a reliable, error-free

link for the network layer. It is responsible for Node-to-Node (Hop-to-Hop) frame delivery across a single

physical link.

= PDU (Protocol Data Unit): Frame

= Division into Two Sublayers (IEEE 802 Standard):

LLC (Logical Link Control - IEEE 802.2): Handles error checking, flow control, and multiplexes
multiple network layer protocols over the same physical interface.
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- MAC (Medium Access Control - IEEE 802.3/802.11): Manages physical addressing (48-bit MAC

address) and coordinates access to shared transmission channels (e.g.,, CSMA/CD, CSMA/CA).

= Key Functions:

Framing: Encapsulates network layer packets into discrete frames by adding special start/stop
bit flags, header, and trailer.

Physical (MAC) Addressing: Prepend 48-bit hardware MAC addresses (e.g., 00:1A:2B:3C:4D:5E)
identifying adjacent physical transmitter and receiver nodes.

Flow Control: Employs feedback-based mechanisms (e.g., Stop-and-Wait, Sliding Window) to
prevent sender buffer overflow.

Error Detection and Correction: Appends a Frame Check Sequence (FCS) trailer using Cyclic
Redundancy Check (CRC-32) to detect transmission errors. Corrupted frames are silently
dropped or retransmitted.

= Devices Operating at Layer 2: Network Switches, Bridges, Network Interface Cards (NICs).

Layer 1: Physical Layer

The Physical Layer is the lowest layer of the OSI architecture, responsible for the actual physical

transmission of unstructured, raw bit streams over physical communication media.

= PDU (Protocol Data Unit): Bits (0s and 1s)

= Key Functions:

Representation of Bits: Defines electrical voltage levels, optical pulses, or radio wave modulation
techniques used to encode 0Os and 1s (e.g., NRZ, Manchester, QAM).

Data Rate (Bit Rate): Defines the transmission speed (number of bits transmitted per second).
Synchronization of Bits: Synchronizes sender and receiver clocks at the bit level.

Physical Topologies & Line Configuration: Defines physical wiring geometry (Bus, Star, Ring,
Mesh) and connection mode (Point-to-Point vs Multipoint).

Transmission Modes: Defines direction of signal flow: Simplex (unidirectional, e.g., keyboard),
Half-Duplex (bidirectional but one at a time, e.g., walkie-talkie), or Full-Duplex (simultaneous
bidirectional, e.g., telephone).

= Devices Operating at Layer 1: Hubs, Repeaters, Physical Cables (Twisted Pair, Coax, Fiber),
Connectors (R]-45).

Master Summary Table: The 7 OSI Layers
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Layer
#

Layer Name Core Responsibility Key Devices Sample Protocols

User interface &
Layer 7 Application Data application network Gateway
services

HTTP, FTP, SMTP,
DNS, SSH

Data translation,
Layer 6 Presentation Data encryption & Gateway
compression

TLS/SSL, ASCI],
JPEG, MPEG

Dialog control &
Layer 5 Session Data synchronization Gateway
checkpoints

NetBIOS, RPC,
PPTP, Sockets

End-to-End process

IL 4-7
Layer 4 Transport Segment delivery & port ayer TCP, UDP, SCTP
. Switch
addressing
Host-to-Host delivery, Router, L3 [Pv4, IPv6, ICMP,
L 3 Network Packet
ayer etwor acke routing & IP addressing Switch OSPF, BGP

Hop-to-Hop framing,
Layer 2 Data Link Frame MAC address & CRC
check

Switch, Bridge, Ethernet 802.3, Wi-
NIC Fi 802.11, PPP

Transmission of raw
Layer 1 Physical Bits bitstream over physical
wire

Hub, Repeater, RS-232, 1000Base-
Cable T, NRZ, DSL

1.5 The TCP/IP Protocol Suite

Definition: TCP/IP Model

The Transmission Control Protocol / Internet Protocol (TCP/IP) model is the practical, real-world
hierarchical protocol suite that powers the global Internet. Developed by the US Department of Defense
(DARPA/ARPANET), it organizes network communication into 4 (or 5) pragmatic operational layers.

Unlike the OSI model, which was designed as a theoretical standard before protocols were written, the
TCP/IP model was designed around existing, working protocols based on the philosophy of 'rough
consensus and running code'. In modern computer science literature, TCP/IP is presented either as a 4-
layer DoD model or a 5-layer practical Internet model.

Architecture of the TCP/IP Model (5-Layer Representation)
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= 1.Application Layer: Combines the functionalities of the OSI Application, Presentation, and Session
layers into a single layer. Application programs implement their own session management,
encoding, and user dialogs. Examples: HTTP, FTP, DNS, SMTP, Telnet.

= 2. Transport Layer: Provides end-to-end communication services. It features two primary
transport protocols:

- TCP (Transmission Control Protocol): Connection-oriented, reliable, byte-stream protocol with
error detection, retransmissions, flow control, and congestion control.

- UDP (User Datagram Protocol): Connectionless, lightweight, unreliable datagram protocol
without flow control or handshakes; prioritized for real-time applications (VoIP, DNS, video
streaming).

= 3. Internet Layer: Corresponds directly to the OSI Network Layer. It routes packets across
networks using logical IP addressing. The core protocol is IP (IPv4/IPv6), supported by ICMP
(diagnostics/ping), IGMP (multicasting), and ARP (Address Resolution Protocol: resolves IP to
MAQ).

= 4. Data Link Layer (Network Interface / Access): Handles physical frame framing, MAC
addressing, channel access (CSMA/CD), and error detection across local link hardware.

= 5. Physical Layer: Converts digital frames into physical electrical voltages, radio frequencies, or
light pulses for transmission over physical media.

Exhaustive Master Comparison: OSI Model vs. TCP/IP Model

The comparison between OSIand TCP/IP is a classic, highly weighted university exam question. The table
below provides a comprehensive side-by-side analysis:

Comparison

0OSI Reference Model
Parameter

TCP/IP Protocol Suite

Open Systems Interconnection
Reference Model

Transmission Control Protocol /

Full Name
Internet Protocol

Developed by ISO in 1984 as an
international standard

Developed by DARPA / US DoD for

Origin & Developer ARPANET in 1970s

Strictly 7 Layers (App, Pres, Sess, Trans, 4 Layers (DoD model) or 5 Layers

Number of Layers

Design Philosophy

Session &
Presentation

Service vs Protocol

Net, DLL, Phy)

Theoretical reference model created
before protocols

Explicitly defined as two separate
distinct layers

Strictly separates Services, Interfaces,
and Protocols

(Practical model)

Practical implementation model built
around existing code

Merged directly into the Application
Layer

Loosely coupled; does not cleanly
separate these concepts
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Comparison

OSI Reference Model TCP/IP Protocol Suite
Parameter
Network Layer Mode Supports both Connection-Oriented & Strictly Connectionless at Internet layer
Connectionless services (IP)
Transport Laver Mode Strictly Connection-Oriented service Supports both Connection-Oriented
P Y only (TCP) & Connectionless (UDP)
Protocol Protocols fit into model; easily replaced Model is tightly coupled to TCP/IP
Independence without overhaul protocols
. . Theoretical success; never widely The universal standard powering the
Commercial Adoption . .
deployed commercially worldwide Internet
NOTE / EXAM POINTER

Exam Tip: When asked to compare OSI and TCP/IP, always draw the side-by-side layered diagram
showing how OSI Layers 5, 6, and 7 collapse into TCP/IP Application Layer, and highlight that OSI is a
'Reference Model' whereas TCP/IP is an 'Implementation Protocol Suite'.
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1.6 Network Topologies

Definition: Network Topology

Network Topology refers to the geometric arrangement, spatial layout, and physical or logical pattern
in which various communicating nodes (computers, printers, servers) and interconnecting
transmission links are configured and organized within a computer network.

A crucial distinction exists between two aspects of topology: Physical Topology defines the actual
physical cabling geometry and physical layout of devices, while Logical Topology defines the path and
manner in which data signals actually travel and flow from one node to another across the physical links.

Detailed Analysis of Core Network Topologies

1. Bus Topology (Linear Bus)

In a Bus Topology, all network devices are connected in a linear daisy-chain fashion to a single central
transmission cable called the Backbone (or bus). Nodes connect to the backbone via Drop Lines and T-
Connectors (taps). To prevent signal reflections that cause packet corruption, Terminators (resistors,
typically 50 ohms) are installed at both physical ends of the cable.

BUS TOPOLOGY STRUCTURE
[Terminator] [Terminator]
Drop Drop Drop
Line Line Line
+------ + e + +------ +
| Node | | Node | | Node |
| A | B | |l < |
ommmm- + e + SR +

Figure: Linear Bus Topology with shared backbone and terminators

= Working Principle: Multipoint broadcast. When Node A transmits a packet, the electrical signal
travels in both directions along the backbone. Every node on the bus receives the signal and
examines the destination MAC address. Only the node matching the address processes the data; all
other nodes discard it.

= Advantages: Extremely simple installation; requires the minimal length of physical cable;
economical for small, temporary networks.

= Disadvantages: Single Point of Failure (if the main backbone breaks anywhere, the entire network
fails completely); difficult fault isolation and troubleshooting; network performance degrades
rapidly as node count increases due to channel collisions (CSMA/CD).

2. Star Topology
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In a Star Topology, every network host is connected via a dedicated point-to-point physical link directly
to a central controller device, typically a Network Switch or Hub. Nodes do not communicate directly
with each other; all traffic passes through the central device.

STAR TOPOLOGY STRUCTURE

| Node D |<->| CENTRAL [<->| Node B |
Hommmmm - + | SWITCH |  4-------- +

Figure: Star Topology centered around a high-speed central switch

= Working Principle: When Node A wants to send data to Node B, it forwards the frame to the central
switch. In modern switch-based stars, the switch inspects the destination MAC address in its CAM
table and forwards the frame exclusively to Node B's dedicated port, eliminating collisions.

= Advantages: High Robustness (failure of a single cable or host affects only that individual device;
the rest of the network operates undisturbed); easy installation, reconfiguration, and centralized
fault isolation; high throughput with full-duplex links.

= Disadvantages: Dependency on Central Device (if the central switch fails, the entire network
becomes inoperable); higher cabling requirement than bus topology.

3. Ring Topology

In a Ring Topology, each node is connected to exactly two adjacent neighbor nodes, forming a continuous
closed circular loop. Signals travel around the ring in one direction (unidirectional) or both directions
(bidirectional / dual-ring) from node to node via active Repeaters at each station.

RING TOPOLOGY STRUCTURE

R et +
+-->| Node A |--+
s —— ]
| v
R + R et +
| Node D | | Node B |
Hommmmea- + Hommmmea- +
n |
| 4eeeeee -
+---| Node C |<-+
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Figure: Circular Ring Topology utilizing Token-Passing access control

= Working Principle: Utilizes Token Passing access control (IEEE 802.5 / FDDI). A special 3-byte bit
frame called a 'Token' circulates around the ring. A station wishing to transmit must capture the
free token, attach its data frame, and forward it. The destination station reads the data, and the
sender releases the token after one full rotation.

= Advantages: Deterministic access (no collisions occur; predictable packet delay even under heavy
network load); equal access rights for all stations.

= Disadvantages: Unidirectional ring has low fault tolerance (a single break in the cable or failure of
one workstation halts the entire ring); high packet latency as ring size grows. Dual counter-rotating
rings (FDDI) solve this by wrapping around link breaks.

4. Mesh Topology (Fully Connected vs. Partially Connected)

In a Fully Connected Mesh Topology, every single node has a dedicated point-to-point physical link
directly to every other node in the network. In a Partially Connected Mesh, redundant links connect only
critical nodes.

FULLY CONNECTED MESH TOPOLOGY

to-mmmm o +
+--| Node A |--+
J deccsosas + 0\

/ / \ \

/ / \ \
+------ - + / \ +-------- +
| Node D |<¢==============>| Node B |
+------ - + \ / H-------- +

\ \ / /

\ \ / /

\ $ococsoac + /
+--| Node C |--+
to-mmmm o +

Figure: Fully Connected Mesh Topology where every node links to all other nodes

= Mathematical Formulas for Mesh Topology (Crucial for Exams):

- For a network with N nodes, the total number of physical duplex links required is: Number of
Links=N*(N-1)/2
- The number of Input/Output (I/0) hardware ports required on each individual device is: Ports

per Device=N -1

- Example: For N = 6 computers, Total Links = 6 * (5) / 2 = 15 links, and each computer must have
5 physical NIC ports.
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= Advantages: Maximum Reliability and Fault Tolerance (no traffic congestion; privacy and security
guaranteed by dedicated private channels; failure of one link never affects communication over
other links).

= Disadvantages: Enormous cabling cost; high hardware complexity (exponential growth of 1/0
ports); difficult physical routing and installation.

= Applications: Internet backbone routers, telecommunication core switches, nuclear/military
critical networks.

5. Tree Topology (Hierarchical Star-Bus)

A Tree Topology is a hierarchical variant of star and bus topologies. It consists of a Root Node (top-level
switch/router) connected to one or more secondary level switches, which in turn connect to tertiary
workstations in a branching hierarchy resembling an inverted tree.

= Advantages: Highly scalable; allows clear division of large corporate networks into departmental
sub-networks; easy error isolation per branch.

= Disadvantages: If the root node or a central intermediate distribution switch fails, the entire
downstream branch of that tree is disconnected.

6. Hybrid Topology

A Hybrid Topology is a combination of two or more distinct basic topologies integrated into a single
network infrastructure (e.g., Star-Ring, Star-Bus, or Star-Mesh). Hybrid topologies allow organizations to
leverage the individual advantages of different topologies for different departments.

= Advantages: Extremely flexible, scalable, and optimized for heterogeneous requirements.

= Disadvantages: Complex architectural design, expensive multi-protocol hardware, and intricate
troubleshooting.

Master Comparison Table of Network Topologies

. . . . Best Real-
Topology Link Complexity Relative Fault Tolerance Installa_tlon World
Formula Cost & Scaling c
Application
Small home
Very Low Simple
Bus L shar.ed cable (N Very Low (Backbone break initially; hard labs,'legacy
drop lines) coaxial
halts all) to scale
systems
Modern
. . High (Single host Very Easy; enterprise
Star N dedicated links Moderate failure isolated) highly scalable = LANs, Wi-Fi

access points
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Topology

Link Complexity

Formula

Relative

Cost

Fault Tolerance

Installation
& Scaling

Best Real-
World
Application

Ring

Mesh

Tree

Hybrid

N links (Circular
loop)

N*(N-1)/2links

N - 1 links
(Hierarchical)

Variable
(Composite)

Moderate

Extremely
High

Moderate -
High

High

Low
(Unidirectional) /
High (Dual)

Absolute
Maximum (No
bottlenecks)

Moderate (Branch
failures isolate
subtrees)

High (Custom
redundancy
design)

1.7 Types of Transmission Media

Moderate;
disruptions
during adds

Very Difficult;
complex
wiring

Easy to expand
branch by
branch

Complex
architecture
and config

Token Ring,
FDDI optical
metropolitan
loops

WAN
backbones, ISP
core, military
infra

Multi-floor
university
campus
networks

Large
enterprise, ISP,
and Cloud
datacenter

Definition: Transmission Medium

A Transmission Medium is the physical pathway across which data signals (in the form of
electromagnetic energy, electrical voltages, radio waves, or light pulses) travel from the transmitting
sender to the receiving destination.

Transmission media are classified into two broad categories based on physical confinement:

= 1. Guided Media (Wired / Bounded): Waves are physically guided and contained along a solid
metallic or glass conductor (e.g., Twisted Pair, Coaxial Cable, Optical Fiber).

= 2. Unguided Media (Wireless / Unbounded): Electromagnetic waves propagate freely through
the atmosphere, vacuum, or outer space without physical guides (e.g., Radio waves, Microwaves,
Infrared).

1. Guided Transmission Media

A. Twisted Pair Cable
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Twisted Pair cable consists of two insulated copper conductors (typically 1 mm thick) twisted together
in a helical spiral pattern. One wire carries the actual data signal, while the other serves as the ground
reference.

= Why are Wires Twisted? (Classic Exam Question): Twisting ensures that both wires are equally
exposed to external electromagnetic noise, radio frequency interference (RFI), and crosstalk from
adjacent pairs. At the receiver, differential signaling subtracts the noise on one wire from the other,
effectively canceling out common-mode electromagnetic interference.

= Two Main Types:

- UTP (Unshielded Twisted Pair): Most common, flexible, inexpensive, used in office LANs (100-
meter limit). Terminated with RJ-45 modular connectors.

- STP (Shielded Twisted Pair): Features an extra metal foil or braided mesh jacket around each
pair to offer superior noise immunity in heavy industrial environments.

= Categories of Twisted Pair: Cat5e (up to 1 Gbps at 100 MHz), Cat6 (up to 10 Gbps up to 55m at
250 MHz), Cat6a (10 Gbps up to 100m at 500 MHz), Cat7/Cat8 (25G/40G in datacenters).

B. Coaxial Cable

Coaxial cable ('coax') consists of four concentric cylindrical layers: (1) A solid central copper conductor,
(2) A flexible dielectric plastic insulation layer, (3) A woven braided metallic foil shield acting as the
second conductor and ground, and (4) An outer protective plastic sheath.

= Key Characteristics & Types:

- Baseband Coaxial (50 Ohm): Transmits digital signals directly. Examples: Thinnet (10Base2 -
RG-58, max 185m) and Thicknet (10Base5 - RG-8, max 500m). Terminated with BNC (Bayonet
Neill-Concelman) connectors.

- Broadband Coaxial (75 Ohm): Transmits analog signals across multiple frequency channels
using FDM. Examples: RG-59, RG-6 used in Cable Television (CATV) and DOCSIS broadband
cable modems.

C. Optical Fiber Cable

Optical fiber cables transmit digital data encoded as light pulses through ultra-pure cylindrical strands
of silica glass or plastic. Fiber optic cables provide the highest bandwidth and lowest attenuation of any
known transmission medium.

= Physical Principle: Total Internal Reflection (TIR): When a light ray travels from an optically
denser medium (Core, with high refractive index n1) toward an optically rarer medium (Cladding,
with lower refractive index n2, where n1 > n2) at an angle of incidence greater than the Critical
Angle (theta > theta_c), the ray does not refract but completely reflects back into the core,
propagating losslessly down the fiber.

= Physical Construction:
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Core: Ultra-pure glass/plastic central tube carrying light (diameter: 8-10 microns for single-
mode, 50-62.5 microns for multi-mode).

Cladding: Concentric glass layer with lower refractive index to maintain Total Internal
Reflection.

Buffer Coating & Strength Member (Kevlar): Absorbs mechanical shocks, protects against
moisture and crushing.

Outer Jacket: Heavy flame-retardant outer plastic enclosure.

= Two Types of Optical Fiber:

Single-Mode Fiber (SMF): Extremely thin core (8-10 microns). Light travels along a single,
straight optical path using semiconductor lasers. Eliminates modal dispersion, enabling
transmission over 10 to 100+ km without repeaters at enormous bandwidths (telecom
backbones).

Multi-Mode Fiber (MMF): Wider core (50-62.5 microns). Multiple light rays travel along
different paths (modes) using LED/VCSEL light sources. Subject to modal dispersion (blurring),
limiting distance to under 2 km (campus backbones, datacenters).

= Advantages of Optical Fiber: Immense bandwidth (terabits/sec); complete immunity to
Electromagnetic Interference (EMI/RFI); extremely low attenuation; superior physical security
(cannot be tapped inductively without breaking the fiber and causing immediate light loss).

= Disadvantages: High installation cost; glass fibers are fragile and cannot withstand tight bending
radii; requires precision fusion splicing equipment and expensive optical transceivers.

2. Unguided Transmission Media (Wireless)

Unguided media transport electromagnetic waves without using a physical conductor. The

electromagnetic spectrum utilized for wireless telecommunications spans from 3 kHz up to 400 THz.

A. Radio Waves (3 kHz to 1 GHz)

= Propagation Characteristics: Omnidirectional (signals radiate outwards in all directions from the
transmitter antenna). Senders and receivers do not require physical alignment.

= Penetration & Range: Radio waves at lower frequencies penetrate solid walls and obstacles
effortlessly, making them ideal for indoor and outdoor mobile communications.

= Applications: AM/FM radio broadcasting, cordless landline phones, television broadcast, amateur
radio, low-band Wi-Fi.

B. Microwaves (1 GHz to 300 GHz)

= Propagation Characteristics: Strictly Unidirectional and Line-of-Sight (LOS). Waves travel in
straight, focused beams, requiring parabolic dish antennas to be precisely aligned.

= Terrestrial Microwave: Point-to-point towers installed on hilltops or skyscrapers. Due to the
curvature of the earth, repeater amplification stations are required every 40 to 50 km.

© abhyasmitra.in Page 29 of 48


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

NETWORK AND SECURITY Unit [: Introduction to Computer Networks

= Satellite Microwave: Geostationary (GEO at 36,000 km) and Low Earth Orbit (LEO at 500-1,200
km) satellites act as orbital microwave repeaters (transponders), receiving uplink signals, shifting
frequencies, and broadcasting downlink beams across global continents.

= Applications: Long-haul telecom backbones, satellite TV (DTH), GPS positioning, cellular 4G/5G
backhaul, Starlink broadband.

C. Infrared Waves (300 GHz to 400 THz)

= Propagation Characteristics: Extremely high frequency, short-range, strictly line-of-sight.
Infrared waves CANNOT penetrate solid walls or opaque barriers.

= Security Advantage: Because infrared signals cannot penetrate walls, an infrared system in one
room will not interfere with an adjacent room, and eavesdropping from outside the room is
physically impossible.

= Applications: Television and air conditioner remote controls, [rDA smartphone sensors, wireless
computer mice and keyboards.

Master Comparison Table: Transmission Media

Max

. Data . Attenuation & EMI .
Media Type Bandwidth Distance / Loss e Installation Cost
Span

1 M
Twisted Pair 1 Gbps - 10 00 meters High over long oderate Very Low &
(Cat6/6a) Gbps (per distance (UTP) / Simple

p segment) Good (STP) P
: 185m - High
f;:g)_(;l Cable 18(;\/[1\1/)155 s 500m Moderate (Metallic Low to Moderate
p (Baseband) shielding)

2 km (MMF 1

Optical Fiber 10 Gbps - to 1“85 km ) Extremely Low (1:81(;:; ete High (Requires
0 ..
(SMF/MMF) 100+ Gbps (SMF) (~0.2 dB/km) Immunity splicing)
Radio Waves Up to 54 Tens of High Susceptible Moderate (Tower
(Omni) Mbps kilometers (Weather/Obstacles) = to RFInoise | costs)
km (L

Microwaves 100 Mbps - ;%lor:)la(l 05) Atmospheric rain Susceptible High
(LOS/Sat) 10 Gbps (Sat) fade to weather (Dishes/Satellites)

Under 10
Infrared (Line 1 Mbps - 4 meters Blocked by opaque Immune to Extremely Low
of Sight) Mbps (Single walls radio noise (Transceiver)

room)
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1.8 Network Architectures

Definition: Network Architecture

Network Architecture refers to the logical and structural design of a computer network that defines
how computers, services, processing workloads, and data storage are organized, coordinated, and
distributed across communicating entities.

The two foundational architectural paradigms in distributed computing are the Client-Server model and
the Peer-to-Peer (P2P) model, alongside practical Hybrid models that combine the advantages of both.

1. Client-Server Network Architecture

In a Client-Server architecture, network roles are strictly asymmetric and centralized. The network

consists of two primary entities: (1) Clients (workstations, mobile devices, PCs) that request services,

and (2) Servers (high-performance dedicated machines) that continuously listen for, process, and fulfill

client requests.

Multi-Tier Client-Server Models:

2-Tier Model: User Interface and business logic run on the Client machine, which communicates
directly over the network with a centralized Database Server (e.g., legacy SQL client apps).

3-Tier Model: Comprises Presentation Tier (Web Browser / Client UI), Application Logic Tier
(Web/App Server like Node.js, Spring, Django), and Data Storage Tier (Database Server like
PostgreSQL, Oracle). Provides high modularity and security.

N-Tier / Microservices: Application logic is decomposed into dozens of independently scalable
distributed microservices communicating via REST APIs or message queues.

Dedicated Server Roles in Enterprise Networks:

Web Server: Serves HTML web pages, stylesheets, and multimedia via HTTP/HTTPS (e.g., Apache,
Nginx).

File Server: Centralizes corporate file storage and access controls via NFS or SMB protocols.
Database Server: Manages enterprise relational or NoSQL databases and processes SQL queries.
Mail Server: Routes, stores, and forwards emails via SMTP, POP3, and IMAP.

DNS Server: Translates human-readable domain names into machine-readable IP addresses.

Advantages of Client-Server Architecture: Centralized data management and access control;
highly robust security; simplified centralized backups; predictable high-performance server
hardware.

Disadvantages: Single Point of Failure (if the central server crashes, all clients lose access);
potential server bottleneck under massive traffic surges; expensive high-end server hardware and
software licensing.
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2. Peer-to-Peer (P2P) Network Architecture

In a pure Peer-to-Peer (P2P) architecture, there are no dedicated central servers. Every connected
workstation (called a Peer or 'Servent'—Server + Client) has equivalent capabilities, privileges, and
responsibilities. Each peer can simultaneously request resources and supply resources to other peers.

Types and Modern Applications of P2P:

= Unstructured P2P (e.g., Gnutella): Peers connect arbitrarily; searches use flooding queries across
neighbor nodes.

= Structured P2P (Distributed Hash Tables - DHT): Uses mathematical algorithms (e.g., Chord,
Kademlia) to map file keys to specific nodes for deterministic, efficient lookups.

= Modern Real-World Applications: File distribution swarms (BitTorrent), decentralized
cryptocurrencies and immutable ledgers (Bitcoin, Ethereum blockchain nodes), distributed file
systems (IPFS - InterPlanetary File System), and P2P VoIP conferencing.

= Advantages of P2P Architecture: Extreme Fault Tolerance (no single point of failure; failure of any
individual peer has minimal network impact); High Scalability (each new peer brings additional
bandwidth and storage capacity to the network); Low Cost (no expensive central server
infrastructure).

= Disadvantages: Decentralized security and access control are difficult to enforce; risk of
malware/piracy distribution; data availability depends on whether peers hosting the file are
currently online.

3. Hybrid Network Architecture

A Hybrid Network Architecture integrates elements of both Client-Server and Peer-to-Peer paradigms to
achieve an optimal balance of centralized coordination and decentralized scalability.

= Example 1: BitTorrent Protocol: A centralized Tracker Server (Client-Server model) coordinates
peer discovery, authentication, and swarm management, but the actual file chunks are transferred
directly between peer machines in parallel (P2P mesh).

= Example 2: Modern Cloud-Edge Networks: Centralized cloud datacenters handle heavy machine
learning and billing (Client-Server), while distributed edge compute nodes and IoT gateway devices
handle localized low-latency caching and peer-to-peer data distribution.

Master Comparison Table: Network Architectures
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Comparison
Parameter

Client-Server
Architecture

Peer-to-Peer (P2P)
Architecture

Hybrid Architecture

Node Privileges

Data Storage

Fault Tolerance

Scalability

Security & Admin

Typical Examples

Asymmetric (Servers
control, Clients request)

Centralized on dedicated
server machines

Low (Server is Single Point
of Failure)

Bottlenecked as client
requests increase

Easy centralized
administration & backup

Web servers (Apache), SQL
databases, DNS

Symmetric (All peers have
equal rights)

Decentralized across all
participating peers

High (No single point of
failure)

Increases bandwidth as
more peers join

Complex; difficult to audit
and secure

BitTorrent, Bitcoin
Blockchain, IPFS

1.9 Network Interconnection Devices

Mixed (Centralized for auth,
P2P for data)

Hierarchical (Metadata
central, files distributed)

High (Redundant
distributed fallbacks)

Highly scalable for millions
of users

Centralized security policies
with edge delivery

BitTorrent tracker swarms,
Skype early VolP, CDN

Definition: Network Devices

Network Devices (hardware components or appliances) are specialized physical and electronic
hardware units that connect transmission media, route data packets, segment network traffic, and
facilitate seamless data exchange between different network segments.

To thoroughly understand network devices, two fundamental concepts must be mastered: (1) Collision
Domain: A network segment where simultaneous packet transmissions by two devices collide,
corrupting data. (2) Broadcast Domain: A network segment encompassing all devices that receive a
broadcast frame (MAC FF:FF:FF:FF:FF:FF or IP 255.255.255.255) originated by any node.

Detailed Analysis of Core Network Devices

1. Bridge (Layer 2 Device)

A Bridge is a 2-port or small multi-port data link layer device used to connect two separate physical LAN
segments running the same protocol, creating a single aggregate logical network.

* Working Mechanism: A bridge operates in promiscuous mode, inspecting the source and
destination MAC addresses of every frame. [t maintains an internal MAC Forwarding Table using a
dynamic learning algorithm:

- Learning: When a frame arrives on Port 1 from Source MAC A, the bridge records 'MAC A is on
Port 1'.
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Filtering: If Destination MAC B is also known to be on Port 1, the bridge drops (filters) the frame
from crossing to Port 2, keeping local traffic localized.

Forwarding: If Destination MAC C is known to be on Port 2, the bridge forwards the frame across
to Port 2.

Flooding: If the destination MAC is unknown or is a broadcast, the bridge forwards the frame to
all other ports.

= Domain Division: Divides 1 Collision Domain into 2 separate collision domains; maintains 1 single
Broadcast Domain.

2. Switch (Multi-port Bridge / Layer 2 & Layer 3)

A Network Switch is a high-speed, multi-port Data Link Layer device (operating with 8, 24, or 48 ports)

that connects multiple workstations, servers, and devices within a local LAN. A switch provides

dedicated, full-duplex bandwidth to every connected port (Micro-segmentation).

= Key Architectural Features:

Hardware ASIC Switching: Unlike software-based bridges, switches use dedicated hardware
ASICs (Application-Specific Integrated Circuits) to inspect MAC headers and switch frames at
wire speed in nanoseconds.

CAM (Content Addressable Memory) Table: High-speed hardware memory that looks up
destination MAC addresses in a single clock cycle.

Switching Forwarding Techniques:

e Store-and-Forward: Buffers the entire frame and validates the 32-bit CRC checksum before
forwarding. Discards corrupted frames. Highest reliability; slight latency.

¢ Cut-Through: Reads only the first 6 bytes (Destination MAC address) and immediately
forwards the frame before the rest of the payload arrives. Lowest latency; forwards corrupted
frames.

e Fragment-Free: Reads the first 64 bytes (the minimum Ethernet frame size) to ensure the
frame is not a collision runt before forwarding.

= Domain Division: Each individual switch port is an independent Collision Domain. By default, the
entire switch forms 1 single Broadcast Domain (which can be segmented using VLANSs).

3. Router (Layer 3 Device)

A Router is an intelligent, high-performance Network Layer internetworking device that interconnects

two or more completely distinct logical networks or IP subnets (e.g., connecting a corporate LAN to the
Internet WAN).

= Working Mechanism:

Inspects Destination IP: When a packet arrives, the router strips the Layer 2 frame, reads the
Layer 3 Destination IP Address, and consults its Routing Table.
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- Path Determination: Determines the best next-hop interface using static routing or dynamic
routing protocols (OSPF, BGP, RIP, EIGRP).

- TTL Decrement & Re-framing: Decrements the Time-to-Live (TTL) field by 1 (to prevent infinite
loops), recalculates IP checksum, encapsulates the packet into a new Layer 2 frame matching
the outgoing medium (e.g., PPP, Ethernet), and transmits it.

* Domain Division (Crucial Exam Point): A router breaks BOTH Collision Domains AND Broadcast
Domains at every single port. Routers do NOT forward Layer 2 broadcasts by default.

= Additional Functions: Network Address Translation (NAT), DHCP server, Access Control List (ACL)
firewall security, packet filtering, and QoS traffic shaping.

4. Gateway (Protocol Converter / Layers 4-7)

A Gateway (specifically an Application Gateway or Protocol Converter) is a sophisticated networking
node that connects two completely heterogeneous network architectures running fundamentally
incompatible protocol suites, data formats, and structural conventions.

* Working Mechanism: A gateway de-encapsulates the incoming packet through all lower layers up
to the Application layer, translates the syntax, encoding, and protocol semantics, and then re-
encapsulates the data into the target protocol stack.

= Real-World Examples:

- VolIP Gateway: Converts analog Public Switched Telephone Network (PSTN) voice signals into
digital SIP/RTP IP packets.

- Enterprise Mainframe Gateway: Converts TCP/IP packets into IBM SNA (Systems Network
Architecture) mainframe protocol formats.

- Cloud API Gateway: Translates external HTTP/REST client requests into internal gRPC
microservice messages.

5. Access Point (Wireless Access Point - WAP / Layer 2)

A Wireless Access Point (WAP) is a Layer 2 networking device that connects wireless Wi-Fi client devices
(smartphones, laptops, [oT sensors) to a wired Ethernet backbone network.

* Working Mechanism: The Access Point acts as a bidirectional protocol translator between IEEE
802.11 wireless frames transmitted over radio frequency channels and IEEE 802.3 wired Ethernet
frames transmitted over Cat6 twisted pair cabling.

= Key Functions:

- SSID Broadcasting & Beaconing: Transmits periodic beacon frames announcing the Service Set
Identifier (network name) and supported data rates.

- Channel Access Management: Implements CSMA/CA (Carrier Sense Multiple Access with
Collision Avoidance) to coordinate half-duplex wireless radio transmissions and prevent
airwave collisions.
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- Wireless Security: Enforces encryption and user authentication protocols (WPA2-Enterprise

with AES, WPA3-SAE).

Master Summary Table: Network Devices Comparison

0SI Laver Collision Domain Broadcast Addressing Primary
4 Behavior Domain Behavior Used Function
Regenerates
N R
Hub / Layer 1 1 single shared 1 single shared one ( aw and
. o . . electrical
Repeater (Physical) collision domain broadcast domain bits) broadcasts
signals
Physical Connects 2
: Layer 2 (Data = Splits into 2 1 single shared y LAN
Bridge . . . . MAC .
Link) collision domains broadcast domain segments via
Address N
MAC filtering
MAC High-speed
) Layer 2 / Each portis 1 1 broadcast domain hardware
Switch Layer 3 collision domain (per VLAN) Address acket
y p (CAM table) ~ Packet
switching
Interconnects
Router Layer 3 Each portis 1 Each portis 1 Logical IP different
(Network) collision domain broadcast domain Address subnets &
routes IP
Translates
Layers 4 -7 Isolat.es both Isolat.es both Full Protocol = incompatible
Gateway domains domains )
(Al completel completel Translation protocol
P Y P y suites
Bridges Wi-Fi
Access Layer 2 (Data = Shared wireless Bridges to wired MAC (802.11  clients to
Point Link) collision domain broadcast domain /802.3) wired
Ethernet
NOTE / EXAM POINTER

Exam Golden Rule: Hubs do NOT divide collision or broadcast domains. Switches divide Collision
Domains (1 per port) but maintain 1 Broadcast Domain. Routers divide BOTH Collision Domains AND
Broadcast Domains at every interface!
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1.10 Design Issues for Network Layers

Definition: Layer Design Issues

Layer Design Issues encompass the fundamental technical challenges, algorithmic requirements, and
structural trade-offs that network architects must resolve when engineering protocols across each
layer of a hierarchical network architecture.

In any multi-layered computer network, certain core design challenges appear repeatedly across
multiple layers. Although the specific algorithms differ based on physical constraints and abstraction
levels, the underlying objectives remain identical across the stack.

The Eight Fundamental Layer Design Issues

1. Addressing and Identification

A mechanism is required to uniquely identify the specific source and destination entities across millions
of interconnected nodes on a global network.

= Multi-Layer Addressing Scheme:
- Data Link Layer: 48-bit Physical / MAC Address (e.g., 00:50:56:C0:00:08) identifying the

physical network interface on a single local broadcast segment.

- Network Layer: 32-bit (IPv4) or 128-bit (IPv6) Logical IP Address (e.g, 192.168.1.1 or
2001:db8::1) identifying the specific host network and host node across global internetworks.

- Transport Layer: 16-bit Port Number (0 to 65535, e.g., Port 443 for HTTPS) identifying the exact
software process or application socket running on that host.

- Application Layer: Human-readable URLs / URIs (e.g., https://abhyasmitra.in) resolved to IP
addresses via DNS.

2. Error Control (Detection and Correction)

Physical communication channels are inherently imperfect and prone to electrical noise, thermal
distortion, electromagnetic interference, and signal attenuation, which can flip bits (0 to 1 or 1 to 0) or
cause frame loss.

= Error Detection Techniques: Sender computes redundant verification bits and appends them to
data. Common methods include Parity Check (Single/2D), Internet Checksum, and Cyclic
Redundancy Check (CRC-32), which detects 99.999% of burst errors.

* Error Correction Mechanisms:

- Forward Error Correction (FEC): Sender adds sufficient algebraic redundancy (e.g., Hamming
Codes, Reed-Solomon) allowing the receiver to independently detect AND correct bit errors
without retransmissions (used in deep-space links and optical fiber).
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- Automatic Repeat Request (ARQ): Receiver detects error and requests retransmission. Three
classic ARQ protocols: (a) Stop-and-Wait ARQ, (b) Go-Back-N ARQ, and (c) Selective Repeat ARQ.

3. Flow Control
Flow control is a point-to-point mechanism designed to prevent a fast transmitting sender from

overwhelming and swamping the limited memory buffer capacity of a slow receiving machine.

= Mechanisms:

- Feedback-Based Flow Control: The receiver sends explicit acknowledgment messages back to
the sender giving permission to transmit more data.

- Sliding Window Flow Control: Used extensively in TCP (Receiver Window field - rwnd). The
receiver dynamically advertises its available buffer capacity in every ACK packet. The sender is
prohibited from transmitting more bytes than the receiver's advertised window.

4. Congestion Control

While Flow Control is a direct sender-receiver issue, Congestion Control is a global network-wide issue.
When too many packets enter the communication subnet simultaneously, intermediate router queues
overflow, causing packet drops, severe latency spikes, and network thrashing.

= Congestion Control Approaches:

- Open-Loop (Preventative): Policies designed before congestion happens (e.g., Leaky Bucket
algorithm for traffic shaping, Token Bucket algorithm for traffic policing).

- Closed-Loop (Reactive Feedback): Dynamically senses congestion and throttles senders (e.g.,
TCP AIMD - Additive Increase Multiplicative Decrease, Explicit Congestion Notification - ECN,
Random Early Detection - RED).

5. Routing and Path Determination

In a complex mesh network with multiple alternative pathways between source and destination, the
network layer must dynamically discover, compute, and select the optimal route based on metrics such
as hop count, bandwidth, link delay, and monetary cost.

= Core Routing Algorithm Families:

- Distance Vector Routing (Bellman-Ford Algorithm): Nodes share their routing tables with
immediate neighbors (e.g., RIP). Prone to count-to-infinity problem.

- Link State Routing (Dijkstra's Shortest Path Algorithm): Each node floods the status of its direct
links to all nodes in the network, allowing every router to construct an identical global map of
the network topology (e.g., OSPF).

- Path Vector Routing: Inter-domain routing protocol avoiding loops by listing the complete
Autonomous System (AS) path (e.g., BGP-4).
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6. Multiplexing and De-multiplexing
High-bandwidth communication channels must be shared economically among multiple independent,

simultaneous communication sessions.

= Techniques:

- Physical Multiplexing: Frequency Division Multiplexing (FDM), Time Division Multiplexing
(TDM - Synchronous vs Statistical), and Wavelength Division Multiplexing (WDM) in optical
fibers.

- Transport Layer Multiplexing: Multiple application processes on a host share a single network
interface and IP address by using unique 16-bit Port Numbers (Port Multiplexing).

7. Quality of Service (QoS) & Scalability

Different network applications have fundamentally divergent performance requirements. Real-time
traffic (VolP voice calls, interactive video conferencing) requires ultra-low latency and minimal jitter
(delay variance), whereas bulk file transfers (FTP, backups) require 100% data accuracy and high
throughput.

= QoS Mechanisms: Traffic classification, Priority Queuing, Weighted Fair Queuing (WFQ), and
Differentiated Services (DiffServ / DSCP bit tagging in IP header).

8. Network Security, Privacy, and Data Integrity

Data transmitted across open public networks is vulnerable to interception, tampering, spoofing, and
denial of service. The network architecture must guarantee the CIA triad: Confidentiality (encryption via
TLS/AES), Integrity (cryptographic hashing via SHA-256), Authentication (digital certificates, HMAC),
and Non-repudiation (digital signatures).

1.11 Al-Powered Networks & Applications of Al in Computer
Networks

Definition: AI-Powered Networks (AIOps for Networking)

Al-Powered Networks (also known as Autonomous, Cognitive, or Self-Driving Networks) integrate
Artificial Intelligence, Machine Learning (ML), Deep Learning (DL), and Deep Reinforcement Learning
(DRL) algorithms into network telemetry, control planes, and management architectures to achieve
automated traffic optimization, predictive maintenance, zero-touch provisioning, and self-healing
operations.
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Historically, network management relied on static, rule-based configurations and reactive human
troubleshooting via Command Line Interfaces (CLI). As networks expanded to encompass cloud
datacenters, 5G wireless networks, and billions of IoT endpoints, human-driven administration became
unsustainable. Al-powered networking represents the modern paradigm shift toward autonomous,
intent-driven, predictive infrastructure.

Core Al / Machine Learning Techniques Applied in Networking

= 1. Supervised Learning: Trained on historical network telemetry (packet sizes, flow durations,
SNMP metrics) for traffic classification, application identification, and bandwidth forecasting using
Random Forests, Support Vector Machines (SVM), and Gradient Boosted Trees (XGBoost).

= 2. Unsupervised Learning: Discovers hidden patterns and anomalies in unlabelled telemetry data
for zero-day cyber attack detection, outlier discovery, and automatic device profiling using K-Means
Clustering, Isolation Forests, and Autoencoders.

= 3. Deep Reinforcement Learning (DRL): An intelligent software agent interacts directly with a
Software-Defined Network (SDN) controller. Through trial and reward feedback, the DRL agent
learns optimal multi-path routing policies and dynamic resource allocation without requiring
human intervention (e.g., Deep Q-Networks, Proximal Policy Optimization).

* 4. Generative Al & Large Language Models (LLMs): Enables conversational Intent-Based
Networking (IBN), allowing network engineers to declare high-level business goals in plain English,
which the LLM automatically compiles into syntactically validated Cisco/Juniper router
configurations.

Seven Major Real-World Applications of Al in Computer Networks

1. Intelligent Dynamic Routing & Traffic Engineering

Traditional routing protocols like OSPF and BGP compute shortest paths based on static link metrics
(such as bandwidth or hop count), often resulting in severe bottleneck congestion on primary links while
secondary links sit idle. Al algorithms continuously analyze real-time link latency, packet loss, and queue
depths to dynamically balance traffic flows across global mesh backbones, predicting congestion minutes
before it happens.

2. Predictive Maintenance & Automated Fault Localization

Al systems analyze millions of real-time streaming telemetry events, syslog records, and optical
transceiver metrics. Machine learning models detect subtle micro-patterns preceding hardware
breakdown (such as optical power attenuation or memory leak patterns), notifying engineers to replace
failing components days before an outage occurs.

3. AI-Driven Network Security & Threat Detection

Modern cyber attacks (such as polymorphic malware, zero-day exploits, and distributed Denial of Service
/ DDoS attacks) mutate too rapidly for static signature-based firewalls. Al-powered Intrusion Detection
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and Prevention Systems (IDS/IPS) establish baseline behavioral profiles of normal user and device
traffic, detecting and isolating infected endpoints within milliseconds.

= Encrypted Traffic Analysis: Using Al, network security appliances can classify malware within
TLS/HTTPS encrypted traffic by analyzing packet length sequences, inter-arrival timings, and
handshake metadata WITHOUT decrypting the payload, preserving user privacy while ensuring
total security.

4. Dynamic Quality of Service (QoS) & Bandwidth Slicing

Al algorithms inspect traffic streams in real time, automatically distinguishing between latency-sensitive
applications (Zoom videoconferences, telemedicine, online gaming) and elastic background traffic (file
backups, OS updates). The Al dynamically adjusts queue priorities and reserves dedicated bandwidth
slices to guarantee seamless user experience.

5. Intent-Based Networking (IBN) & Self-Healing Networks

Intent-Based Networking allows network administrators to declare a high-level operational policy (e.g.,
'Isolate the Finance department VLAN and ensure database latency never exceeds 10 ms'). Al systems
translate this intent into complex multi-vendor device configurations, continuously monitor the network
state, and automatically self-heal configuration drifts or link failures to maintain compliance.

6. Energy-Efficient 'Green’ Networking

Datacenters and 5G cellular base stations consume massive amounts of electrical power. Al models
forecast traffic demand based on time of day, calendar events, and location. During low-traffic periods,
the Al dynamically powers down unused router line cards, optical transceivers, and cellular radio
transmitters into micro-sleep modes, reducing telecommunication carbon footprints by up to 30-40%.

7.Alin 5G / 6G Cellular & Edge Computing

Next-generation 5G/6G networks rely heavily on Al for Massive MIMO beamforming (directing radio
beams dynamically toward moving smartphones), automated Network Slicing orchestration, and
predictive Edge Caching (pre-loading popular video content onto local cell tower edge servers based on
user mobility predictions).

Challenges & Limitations of Al in Computer Networks

= 1. Training Data Scarcity & Quality: High-quality, labeled enterprise network telemetry
containing real-world attack signatures and fault data is scarce due to corporate privacy regulations.

= 2.The 'Black Box' Explainability Problem: Deep neural networks make decisions that are difficult
for human network engineers to interpret, creating hesitation in deploying fully autonomous Al in
mission-critical banking or healthcare networks.

= 3. Real-Time Inference Latency: Core routers process packets at nanosecond wire speeds.
Complex Al inference models must be lightweight enough to execute without introducing packet
buffering delays.
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= 4. Adversarial Al Attacks: Malicious actors can craft adversarial packet sequences designed
specifically to poison ML training models or evade Al-based anomaly detectors.
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1.12 High-Yield University Exam Question Bank

This section compiles the most frequently asked university examination questions (drawn from standard
university papers such as AKTU, VTU, Anna University, SPPU, Mumbai University, RGPV, JNTU, and IPU)
along with crisp, high-scoring model answers and structured outlining guides.

Part A: Short Answer Questions (2 to 5 Marks)
Q1. Define a Computer Network and list the five components of data communication. [2-3
Marks]

= Model Answer: A Computer Network is an interconnected collection of autonomous computers and
devices that communicate and share resources over transmission media using standard protocols.

- 1. Message: The information/payload (text, audio, video) to be communicated.
- 2.Sender: The device originating and sending the data.
- 3.Receiver: The device receiving the data.

- 4. Transmission Medium: The physical channel (copper wire, fiber optic, radio waves)
carrying the signal.

5. Protocol: The set of rules governing the communication.

Q2. What is a Network Protocol? Explain its three essential elements. [3-5 Marks]

= Model Answer: A protocol is a standardized set of rules governing data communication between
peer entities.

- 1. Syntax: Format, structure, and order of data bits (e.g., header fields, address lengths).

- 2.Semantics: Meaning and interpretation of control bits (e.g., which action to take on receiving
an ACK or FIN).

- 3. Timing: Speed matching (flow control) and sequencing of data transmission.

Q3. Differentiate between MAC Address and IP Address. [3-5 Marks]

MAC Address (Physical Address) IP Address (Logical Address)

Operating Layer Data Link Layer (Layer 2) Network Layer (Layer 3)
48 bits (6 bytes) written in Hexadecimal 32 bits (IPv4 in dotted decimal) or 128
Address Length (e.g, 00:1A:2B:3C:4D:5E) bits (IPv6 in hex)
. Permanent; burned into hardware NICby = Dynamic or static; assigned by network
Immutability .
manufacturer administrator or DHCP
Identifies interface on a local physical link = Identifies host across global
Scope & Purpose

(Hop-to-Hop) internetworks (Host-to-Host)
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Q4. Why is Optical Fiber immune to EMI? Explain its principle of operation. [3-5 Marks]

= Model Answer: Optical fiber is immune to Electromagnetic Interference (EMI) and Radio
Frequency Interference (RFI) because it transmits data as pulses of light through non-conductive
dielectric glass (silica), rather than electrical currents through copper wires. Light signals are
completely unaffected by external magnetic fields, high-voltage lines, or lightning.

= Working Principle: Total Internal Reflection (TIR). Light propagates through a high-refractive-
index Core (n1) surrounded by a lower-refractive-index Cladding (n2, where n1 > n2). Because the
light enters at an angle greater than the Critical Angle (theta > theta_c), it reflects continuously
within the core without escaping.

Q5. Compare Hub, Switch, and Router in terms of Collision and Broadcast Domains. [3-5
Marks]

OSI Layer Collision Domain Impact Broadcast Domain Impact

Layer 1 1 single shared collision domain

1 le sh
Hub (Physical) across all ports single shared broadcast domain
Switch Layer 2 (Data Breaks collision domains (Each 1 single shared broadcast domain
Link) portis 1 collision domain) (unless VLANSs used)
Router Layer 3 Breaks collision domains (Each Breaks broadcast domains (Each
(Network) portis 1 collision domain) port is 1 broadcast domain)

Q6. Calculate the number of duplex links and ports required for a fully connected Mesh
topology with 8 nodes. [2-3 Marks]

= Model Answer:
- Given: Number of nodes N = 8
- Formula for Duplex Links: Number of Links=N* (N-1) /2=8*7 / 2 = 28 links.
- Formula for Ports per Device: Ports per node =N -1=8- 1 =7 physical /0 ports per device.

Q7. Explain the TCP 3-Way Handshake connection establishment process. [3-5 Marks]

= Model Answer: TCP establishes a reliable, full-duplex connection between client and server using
three steps:

- Step 1 (SYN): Client sends a TCP segment with SYN flag = 1 and an Initial Sequence Number
(ISN =x) to request a connection.

- Step 2 (SYN-ACK): Server responds with SYN flag = 1, ACK flag = 1, server ISN =y, and
Acknowledgment Number = x + 1.
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- Step 3 (ACK): Client sends back ACK flag =1, Seq =x + 1, and Ack =y + 1. The connection is now
ESTABLISHED and data transfer begins.

Q8. What is Intent-Based Networking (IBN)? [2-3 Marks]

= Model Answer: Intent-Based Networking (IBN) is an Al-powered networking paradigm where
administrators express high-level business goals (intent) in declarative language. The Al engine
automatically translates the intent into low-level device configurations, verifies network state
continuously, and autonomously self-heals any configuration drift or link failure.

Part B: Long Answer Essay Questions (10 to 15 Marks Outline Guides)

When answering 10 to 15 mark long essay questions in university exams, structure your answers using
the following standard template: (1) Formal Definition & Architecture Diagram, (2) Layer-by-Layer /
Component-by-Component In-Depth Functionality, (3) Protocols and Hardware Devices, and (4)
Comprehensive Comparison Table.

= Q9. Explain the 7 layers of the OSI Reference Model in detail with neat diagrams, PDU at each
layer, and core functions. [10-15 Marks]

- Outline: Draw 7-layer vertical stack; explain Physical (bits, modulation), Data Link (framing,
MAC, CRC), Network (routing, IP), Transport (port addressing, TCP/UDP), Session (dialogs,
checkpoints), Presentation (encryption, compression, encoding), Application (HTTP, DNS, FTP);
draw encapsulation flow diagram.

* Q10. Compare the OSI Reference Model with the TCP/IP Protocol Suite in detail. [10-15
Marks]

- Outline: Draw side-by-side architectural diagram mapping 7 OSI layers to 4/5 TCP/IP layers;
discuss design philosophies (theoretical vs practical); compare connection-oriented vs
connectionless modes; provide the 10-point master comparison table.

= Q11. Explain various physical network topologies (Bus, Star, Ring, Mesh, Tree, Hybrid) with
diagrams, working mechanisms, advantages, disadvantages, and link formulas. [10-15
Marks]

- Outline: Define topology; draw clear ASCII/schematic diagrams for each topology; explain
working and failure modes; derive Mesh link formula N(N-1)/2; present comparative table
summarizing cost, fault tolerance, and applications.

= Q12.Classify transmission media. Compare Guided media (Twisted Pair, Coaxial, Fiber Optic)
and Unguided media (Radio, Microwave, Infrared) in detail. [10-15 Marks]
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- Outline: Draw classification tree; explain twisted pair (why twisted, UTP vs STP, Cat categories),
coaxial (concentric structure, baseband vs broadband), optical fiber (TIR principle, SMF vs
MMF); explain unguided wave propagation; present summary table.

= Q13. Discuss the fundamental design issues across the layers of computer networks. [10
Marks]

- Outline: Detail all 8 design issues: Addressing (MAC/IP/Port), Error Control (CRC, FEC vs ARQ),
Flow Control (Sliding Window), Congestion Control (Leaky Bucket, AIMD), Routing (Dijkstra,
Bellman-Ford), Multiplexing (FDM, TDM, WDM), QoS, and Security (CIA triad).

* Q14. Explain the role and real-world applications of Artificial Intelligence in modern
computer networks. [10 Marks]

- Outline: Define Al-powered networks; contrast traditional static vs Al-driven networking;
explain Al techniques (Supervised, Unsupervised, DRL, LLMs); elaborate on the 7 major
applications (Traffic engineering, Predictive maintenance, Cyber security/IDS, Dynamic QoS,
IBN, Green networking, 5G/6G); discuss challenges (explainability, latency).

1.13 Unit Summary & Key Takeaways

This unit provided a comprehensive foundation in computer networking and communications. Key
concepts for rapid 5-minute pre-exam revision are summarized below:

= A Computer Network connects autonomous computing devices to enable resource sharing, high
fault tolerance, scalability, and rapid communication.

= The 5 components of data communication are Message, Sender, Receiver, Transmission Medium,
and Protocol.

= Total Network Delay = Propagation Delay + Transmission Delay + Queuing Delay + Processing Delay.

= Networks are classified by scale: LAN (local building/campus, highest speed, lowest error rate),
MAN (metropolitan city, 5-50 km), WAN (global/country, high latency), and Wireless (WPAN,
WLAN, WMAN, WWAN).

= Protocols consist of three core elements: Syntax (data format), Semantics (meaning of control bits),
and Timing (speed matching and sequencing).

= The OSI Model has 7 layers: Physical (Bits), Data Link (Frames), Network (Packets), Transport
(Segments), Session (Data/Dialogs), Presentation (Data/Encoding), and Application (Data/User
services).

= The TCP/IP Suite is a 4/5-layer practical internet architecture: Application (HTTP/DNS), Transport
(TCP/UDP), Internet (IP/ICMP), and Link/Physical (Ethernet/Wi-Fi).
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= Network Topologies: Bus (shared backbone, terminators), Star (central switch, most common), Ring
(token passing), Mesh (fully connected: N*(N-1)/2 links, highest reliability), Tree (hierarchical), and
Hybrid.

* Transmission Media: Guided (Twisted Pair UTP/STP, Coaxial Cable, Fiber Optic based on Total
Internal Reflection) and Unguided (Radio waves, Microwaves, Infrared).

= Network Architectures: Client-Server (centralized, dedicated servers), Peer-to-Peer (decentralized
equal nodes), and Hybrid (e.g., BitTorrent tracker + peer swarms).

= Network Devices: Bridge (L2, splits collision domains), Switch (L2/L3 ASIC micro-segmentation),
Router (L3, breaks collision & broadcast domains, routes IP), Gateway (L4-L7, protocol converter),
and Access Point (bridges 802.11 to 802.3).

= Core Layer Design Issues: Addressing, Error Control (CRC, ARQ), Flow Control (Sliding Window),
Congestion Control (AIMD), Routing (Dijkstra/OSPF), Multiplexing (FDM/TDM/WDM), QoS, and
Security.

= Al-Powered Networks leverage ML, DRL, and LLMs for dynamic routing, predictive maintenance,
zero-day threat detection, Intent-Based Networking (IBN), green power savings, and 5G/6G
optimization.
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