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COURSE SYLLABUS & MAPPING

[ UNIT IV SYLLABUS — PRESCRIBED UNIVERSITY CURRICULUM ]

This section contains the official syllabus for Unit IV. Verify with your university curriculum mapping.

Unit IV Syllabus Breakdown:

IV Security in Cloud Computing: Risks in Cloud Computing: Risk Management, Enterprise-Wide Risk
Management, Types of Risks in Cloud Computing. Data Security in Cloud: Security Issues, Challenges,
advantages, Disadvantages, Cloud Digital persona and Data security, Content Level Security. Cloud Security
Services: Confidentiality, Integrity and Availability, Security Authorization Challenges in the Cloud, Secure
Cloud Software Requirements, Secure Cloud Software Testing

e Course Code: e Semester / Year:
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4.1 Risks and Risk Management in Cloud Computing

Definition: Cloud Risk Management

Cloud Risk Management is the systematic organizational process of identifying, analyzing, evaluating,
mitigating, and monitoring security vulnerabilities, compliance exposures, operational threats, and
financial uncertainties inherent in adopting outsourced, multi-tenant cloud environments.

Enterprise-Wide Risk Management (ERM) Framework

Transitioning mission-critical corporate workloads to third-party cloud infrastructure requires an
Enterprise-Wide Risk Management (ERM) strategy that evaluates risks holistically across business units:

= 1. Risk Identification & Cataloging: Systematically documenting all digital assets (customer PII,
intellectual property, payment card data), threat actors, attack vectors, and dependency chains in
the cloud ecosystem.

= 2. Quantitative & Qualitative Risk Assessment: Evaluating the likelihood and financial impact of
potential adverse security events:

Annualized Loss Expectancy (ALE) = Single Loss Expectancy (SLE) x Annualized Rate of Occurrence (ARO)

= 3. Risk Mitigation & Controls Implementation: Deploying technical security controls (multi-
factor authentication, end-to-end encryption, automated intrusion prevention) and administrative
governance policies.

= 4. Risk Transfer: Purchasing specialized cyber insurance policies and establishing contractual
service level agreements (SLAs) with financial compensation clauses for vendor downtime.

= 5. Continuous Monitoring & Auditing: Leveraging automated compliance scanners, Security
Information and Event Management (SIEM) tools, and third-party penetration testing to verify
security posture.

Taxonomy of Major Cloud Computing Risks

Specific Risk Description & Threat
Vector

Risk Category

Impact & Mitigation Strategy

Out t cloud h, 1 db
UIAEES a1 cloud lypersca’ers caused by Severe business disruption. Mitigated via

1. Operational & power failure, fiber cuts, or software . . . . )
. ) . ) . . multi-region active-active failover and
Downtime Risk misconfiguration (e.g., DNS/BGP routing . :
errors) multi-cloud architectures.
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Risk Category

Specific Risk Description & Threat

Vector

Impact & Mitigation Strategy

2. Regulatory &
Compliance Risk

3. Data Breach &
Loss Risk

4. Shared
Technology &
Multi-Tenancy
Risk

5. Vendor Lock-in
Risk

Storing personally identifiable information
(PII) in unauthorized geographic
jurisdictions violating GDPR, HIPAA, or
PCI-DSS.

Accidental public exposure of cloud
storage buckets (e.g., misconfigured AWS
S3 buckets) or malicious tenant data
exfiltration.

Vulnerabilities in hypervisors or container
runtimes allowing side-channel attacks
(Spectre/Meltdown) or hypervisor
escapes.

Deep dependency on proprietary cloud
APIs and managed database engines
preventing easy migration to competing
providers.

Hefty regulatory fines and legal liability.
Mitigated by strict geo-fencing and
localized data sovereignty policies.

Brand damage and IP theft. Mitigated by
automated Cloud Security Posture
Management (CSPM) and zero-trust [AM.

Cross-tenant data leakage. Mitigated by
dedicated instances, micro-segmentation,
and hardened kernels.

Exponential pricing increases. Mitigated by
containerization (Docker/Kubernetes),
Terraform, and open-source standards.

4.2 Data Security in the Cloud: Challenges & Controls

Data is an organization's most critical asset. In the cloud, data exists across three distinct fundamental
states, each demanding tailored security mechanisms:

= 1. Data at Rest: Data residing statically in persistent storage media (hard drives, SSDs, object
storage buckets, database tables, tape backups). Secured via robust symmetric encryption (AES-
256), automated Key Management Services (AWS KMS, Azure Key Vault), and encrypted snapshots.

= 2. Data in Transit (Data in Motion): Data actively traversing network paths between clients and
cloud endpoints, or across inter-datacenter links. Secured via Transport Layer Security (TLS 1.3),
HTTPS, IPSec Virtual Private Networks (VPNs), and dedicated private leased lines (AWS Direct
Connect / Azure ExpressRoute).

= 3. Data in Use: Data actively being processed inside CPU registers, cache, and system RAM during
computation. Historically vulnerable to memory dump attacks. Secured via modern Confidential
Computing leveraging hardware-isolated Trusted Execution Environments (TEEs) / Enclaves (Intel
SGX, AMD SEV) and Homomorphic Encryption.

THE THREE STATES OF DATA SECURITY IN CLOUD
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v (Network Traversal)

| DATA IN TRANSIT |
| API Calls / Microservices / VPNs --> TLS 1.3 / IPSec Encryption |

Figure: Comprehensive cryptographic protection across all three data lifecycle states

Cloud Digital Persona & Identity Security

Definition: Cloud Digital Persona

A Cloud Digital Persona is the composite collection of digital identities, user credentials, biometric
factors, behavioral attributes, roles, and cryptographic tokens that represent a specific human user,
service account, or automated software agent within a cloud computing ecosystem.

= o [dentity & Access Management (IAM): The centralized framework of policies and technologies
ensuring that the right digital personas have the appropriate access to technology resources.

= « Principle of Least Privilege (PoLP): Users and service accounts must be granted only the
absolute minimum permissions necessary to execute their assigned tasks, and for no longer than
needed.

= « Role-Based Access Control (RBAC): Assigns permissions to specific administrative roles (e.g.,
'DBA’, 'Billing Admin', 'Auditor') rather than individual users, simplifying enterprise permission
management.

= o Attribute-Based Access Control (ABAC): Dynamic evaluation of contextual attributes (user role,
department, client IP address, time of day, device compliance status) to grant or deny API requests.

= o Multi-Factor Authentication (MFA): Enforces authentication across at least two independent
factors: Something you know (password), Something you have (hardware security key / TOTP
authenticator app), and Something you are (biometric fingerprint / facial scan).

Content-Level Security

= ¢ Data Loss Prevention (DLP): Deep packet inspection and regex scanning tools that automatically
detect and block unauthorized transmission of sensitive data patterns (Credit card numbers, Social
Security Numbers, API keys) exiting the cloud boundary.
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= « Cryptographic Tokenization: Replaces sensitive data elements with non-sensitive, randomly
generated algorithmic equivalents (tokens) having no intrinsic value or mathematical relationship
to the original data. Used extensively in PCI-compliant credit card processing.

= ¢ Dynamic Data Masking (DDM): Obfuscates sensitive data in real-time query results for non-
privileged users (e.g., displaying "XXXX-XXXX-XXXX-1234" instead of the full credit card number)
while keeping underlying stored data intact.

4.3 Cloud Security Services & CIA Triad

The CIA Triad (Confidentiality, Integrity, Availability) represents the three fundamental pillars of
information security, adapted to the distributed scale of cloud computing:

= 1. Confidentiality: Guaranteeing that sensitive data and compute workloads are accessible only to
explicitly authorized digital personas. Implemented via envelope encryption, private subnets
(VPCs), granular IAM policies, and Zero-Trust network architectures.

= 2. Integrity: Ensuring that data and system software remain authentic, accurate, and completely
protected against unauthorized modification, tampering, or deletion. Implemented via SHA-256
cryptographic checksums, digital signatures, versioned S3 buckets with Object Lock (WORM - Write
Once Read Many), and immutable audit trails (AWS CloudTrail, Azure Activity Log).

= 3. Availability: Ensuring authorized users have timely, uninterrupted, reliable access to cloud
applications and services. Protected through redundant multi-AZ architectures, automated load
balancing, Elastic DDoS mitigation (AWS Shield, Cloudflare Magic Transit), and tested Disaster
Recovery (DR) plans with strict RTO (Recovery Time Objective) and RPO (Recovery Point Objective)
targets.

Security Authorization Challenges in Multi-Tenant Clouds

= o Cross-Tenant Authorization Creep: In complex multi-tenant environments, improper trust
boundaries or overly permissive IAM wildcard policies ("*.**) can inadvertently grant users in one
tenant organization visibility into another tenant's storage volumes.

= « Federated Identity Challenges: Integrating on-premises enterprise Active Directory with cloud
identity providers requires managing complex SAML 2.0, OAuth 2.0, and OpenID Connect (OIDC)
assertion tokens, token expiration lifecycles, and cryptographic signature validations.

= « Ephemeral Microservices Authorization: Containerized serverless microservices spawn and
terminate in seconds, making static [P-based firewall rules obsolete. Requires dynamic mutual TLS
(mTLS) authentication and service-to-service cryptographic tokens (SPIFFE / SPIRE).

4.4 Secure Cloud Software Requirements & Testing
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Secure Cloud Software Requirements (DevSecOps)

Building secure cloud-native software requires embedding security requirements throughout the entire
Secure Software Development Life Cycle (SSDLC):

= 1. Secure Architecture & Threat Modeling: Conducting STRIDE threat modeling (Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege) during
initial system design.

= 2. Zero Trust by Default: Never trust, always verify. Every internal microservice call, database
connection, and API request must be explicitly authenticated and encrypted regardless of network
perimeter location.

= 3. Secrets Management: Hardcoded database passwords, private keys, and API tokens in source
code repositories (e.g., GitHub) are strictly forbidden. Secrets must be dynamically retrieved at
runtime from secure vaults (HashiCorp Vault, AWS Secrets Manager) with automated rotation.

Comprehensive Secure Cloud Software Testing Methodologies

Testing
Methodology

Phase in CI/CD Pipeline & Tool
Examples

Testing Technique & Mechanism

. . Analyzes static application source code
1. Static Application Y PP

Security Testin and bytecode without executing the Pre-commit / Build Phase. Tools:
(SA ST)y & program to identify buffer overflows, SonarQube, Checkmarx, Fortify.
SQL injections, and logic bugs.
. Black-box security testing that attacks a
2. Dynamic . L g
o : running web application from the Staging / Deployment Phase. Tools:
Application Security . . . . . .
. outside to discover runtime security OWASP ZAP, Burp Suite Enterprise.
Testing (DAST) .
vulnerabilities and auth flaws.
Scans open-source third-party
3. Softw?r-e . depefldencies, lil.)raries, .and container Build / Packaging Phase. Tools: Snyk,
Composition Analysis base images against National Black Duck Trivy. Clair
(SCA) Vulnerability Database (NVD) CVE ’ Y '
catalogs.
Automated scanning of cloud
4.Cl i inf fi i
Cloud Security infrastructure configurations to detect Continuous Production Phase. Tools:
Posture Management open S3 buckets, unencrypted Prisma Cloud. AWS Securitv Hub. Wiz
(CSPM) databases, missing MFA, and 1AM ’ y S

compliance drift.

4.5 High-Yield University Exam Question Bank & Model Answers

Part A: Short Answer Questions (2-3 Marks)
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= Q1. What is the CIA Triad in cloud computing?

Answer: The CIA Triad defines the three fundamental goals of information security: Confidentiality
(preventing unauthorized data access via encryption/IAM), Integrity (ensuring data is accurate and
untampered via cryptographic hashing/immutable audit logs), and Availability (ensuring uninterrupted
access via redundancy, auto-scaling, and DDoS mitigation).

= Q2. Differentiate between RBAC and ABAC.

Answer: Role-Based Access Control (RBAC) assigns permissions statically based on user job roles (e.g.,
Developer, Admin). Attribute-Based Access Control (ABAC) evaluates dynamic attributes (user
department, location, device security status, time of request, resource sensitivity) to grant fine-grained,
contextual access.

= Q3. What is Confidential Computing and how does it protect Data in Use?

Answer: Confidential Computing protects Data in Use by processing computations inside hardware-
isolated CPU enclaves (Trusted Execution Environments like Intel SGX). Even if the host OS, hypervisor,
or cloud provider administrators are compromised, memory contents remain encrypted and inaccessible
to external processes.

= Q4. Explain Tokenization and how it differs from Encryption.

Answer: Encryption transforms plaintext into ciphertext using a mathematical algorithm and
cryptographic key, which can be decrypted back with the key. Tokenization replaces sensitive data with
a completely random, meaningless surrogate token stored in a secure lookup table, possessing no
mathematical link to the original data.

Part B: Long Answer Questions (8-10 Marks)

= Q5. Explain the various types of risks in Cloud Computing. Describe the Enterprise-Wide Risk
Management (ERM) framework used to address them.

Model Answer Outline:

= 1. Introduction: Definition of cloud risk and the shared governance challenge.

= 2. Comprehensive Risk Classification: Operational & Downtime Risk, Regulatory/Compliance Risk
(GDPR/HIPAA), Data Loss & Exfiltration, Multi-Tenancy Side-Channel Attacks, Vendor Lock-in.

= 3. Enterprise Risk Management (ERM) 5-Step Lifecycle: Step 1: Asset & Threat Identification; Step
2: Qualitative & Quantitative Risk Calculation (ALE = SLE x ARO); Step 3: Mitigation via Technical
Controls; Step 4: Risk Transfer & SLAs; Step 5: Continuous Automated Monitoring.

= 4. Summary Matrix of Risk Scenarios and mitigation countermeasures.

= Q6. Describe the Secure Cloud Software Development Life Cycle (SSDLC). Compare SAST,
DAST, SCA, and CSPM testing methodologies.

Model Answer Outline:
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= 1. Concept of DevSecOps: Shifting security left in cloud software engineering.

= 2. Secure Software Requirements: Zero-Trust architecture, Principle of Least Privilege (PoLP),
Threat modeling (STRIDE), and dynamic Secrets Management.

= 3. Deep dive into testing methodologies:

- SAST: White-box static code scanning for security vulnerabilities.

- DAST: Black-box dynamic runtime penetration testing of live endpoints.

= - SCA: Open-source dependency and container image CVE scanning.

- CSPM: Continuous auditing of cloud infrastructure configuration drift.

= 4. Architectural CI/CD pipeline diagram showing where each security tool integrates.

4.6 Unit IV Summary & Quick Revision Sheet

Key Takeaways & University Exam Summary

Cloud Risk Enterprise Risk Management (ERM): Identification, Assessment (ALE=SLExARO),
Management Mitigation, Transfer, Continuous Monitoring.

Data at Rest (AES-256, KMS), Data in Transit (TLS 1.3, IPSec VPN), Data in Use

Three States of Dat
ree >tates ot bata (Confidential Computing, Intel SGX Enclaves).

IAM, Principle of Least Privilege (PoLP), RBAC vs ABAC, Multi-Factor Authentication

[dentity & Persona (MFA), SAML/OAuth federation.

. Confidentiality (Zero-trust, encryption), Integrity (SHA-256 hashes, immutable
CIA Triad in Cloud CloudTrail logs), Availability (Multi-AZ, DDoS protection, DR).
Cloud Security SAST (Static code analysis), DAST (Dynamic runtime testing), SCA (Third-party
Testing dependency scanner), CSPM (Cloud posture auditor).
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