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This section contains the official syllabus for Unit II1. Verify with your university curriculum mapping.

Unit III Syllabus Breakdown:

1
1
1
1
1
1
1
1
1
1
1
1
1
1
Unit III Consensus Mechanism: Blockchain Architecture: Layers Of Blockchain: Application Layer, Execution :
Layer, Semantic Layer, Propagation Layer, Consensus Layer. Consensus Algorithms: Proof of Work, Byzantine |
General Problem, Proof of Stake, Proof of Elapsed Time, Proof of Activity, Proof of Burn, Proof of Authority, |
Scalability and Performance. i
1
1
1
1
1
1
1
1

e Course Code: e Semester / Year:

© abhyasmitra.in Page 2 of 9


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

BLOCKCHAIN TECHNOLOGY Unit I1I: Consensus Mechanisms & Scalability

TABLE OF CONTENTS

3.1 Blockchain Architecture & Layered DECOMPOSITION ... curienreereenreeneesreeseesseieesseesesssssessssssssssssssssssssssssssssasessees
Detailed Five-Layer BlocKchain ArChiteCtUIE ...t ssssssssssssssssssnes
3.2 The Byzantine Generals Problem (BGP)......iisssssssssssssssssssssssssssssssssssssssssssssssssssssasssses
3.3 Consensus Algorithms: POW, PoS, POET, POA, POB ...ttt sessssssssss s
1. Proof of Work (PoW) & NaKamoto CONSENSUS ....uuimmrmiissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans

2. Proof of Stake (P0S - Ethereum 2.0 / CASPET) . ereereereineessesssssesssssssssessssssessssssssssssssssssssssssssssssssssssssssssssnes
3. Proof of Elapsed Time (PoET - Hyperledger SAWtooth) ......ceeneneneenseenssisssssessssesssessssesssesssssssssssanes

4. Proof of Activity (PoA Hybrid) & Proof of BUrn (POB) ... esessesssssesssesssssssssssseens

5. Proof of Authority (PoA) & Delegated Proof of Stake (DPO0S) .....ccueeneeeneenmeiseisessnsessseessesssesssssssessssanes
Master Comparison Table: Blockchain Consensus AlOTithMS ......occeeeneeeesnnernmeeseesseesseesseesesssessseesseeseees
3.4 Scalability, Performance & The Blockchain TrilemMma .......ceenneinenesesnseseesssssssssssssssssssssesssssesnes
Scalability Solutions: LAYEr-1 VS. LAYET-2......cceereerreesesseesesseessessesssesssssesssessssssesssesssssssssssssssssssssssssssssssssssssssssasasessees
3.5 High-Yield University Exam QUeStion BanKu......ceeneeeeeesnseseeseessssssesssesssesssssssessssssssssssesssssssessseesns
Part A: Short Answer QUestions (2 t0 5 MATKS) ... eeeineineeseesssesse s sssessssesssssssssssesssssssssssssssssssasssesssnees
Q1. What is the Byzantine Generals Problem? State the 3m+1 rule. [3-4 MarKks]....cooenermmeenseesseeennens

Q2. What is the 'Nothing at Stake' problem in Proof of Stake? How is it resolved? [4 Marks] ..............

Q3. Define the Blockchain Trilemma with an architectural diagram. [3 Marks].......cooeneemeeneerseeennees
Part B: Long Answer Questions (10 to 15 Marks Outline GUIAES) .......cuceeeemeesnmersmeesmeesseesseessessesssessseesseesseees
3.6 Unit SUMMATY & KEY TAKEAWAYS ...cvvureureecrreeserseiisseessessessesess s s sssessssssesssssse st sesssesssssse s sssssssssss s sssssssessssasessees

© abhyasmitra.in Page 3 of 9


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

BLOCKCHAIN TECHNOLOGY Unit I1I: Consensus Mechanisms & Scalability

3.1 Blockchain Architecture & Layered Decomposition

Definition: Consensus Mechanism

A Consensus Mechanism is a fault-tolerant cryptographic protocol through which all distributed peer
nodes in an untrusted, decentralized network agree on a single, shared, immutable version of truth (the
global ledger state) without requiring a central coordinator.

Detailed Five-Layer Blockchain Architecture

Architectural
Layer

Primary Functionality Core Protocols & Mechanisms

User interfaces, decentralized

MetaMask, Uni ) , Web3.js,
applications (DApps), wallets, APIs, and etaMask, Uniswap, OpenSea, Web3.js

1. Application

Layer . Ethers.js.

y Web3 RPC clients. J
2. Execution Deterministic execution of smart Ethereum Virtual Machine (EVM), Wasm,
Layer contract bytecode and state transitions. = Chaincode runtime engine.

Physical data structures representing
transactions, blocks, state tries, and
cryptographic keys.

Merkle Patricia Trees, UTXO Pools, Block
Headers, ECDSA Signatures.

3. Semantic /
Data Layer

Peer-to-peer node discovery,

: . P2P Gossip Protocol, Kademlia DHT, Whisper,
transaction gossip broadcast, and

4. Propagation /

Network Layer L DevP2P.

mempool synchronization.

D tralized lidation,
5. Consensus foerie:ezzlilztfi}orf::lseesnzlrllfi‘ﬁcicli fliir;lit Proof of Work (PoW), Proof of Stake (PoS),
Layer ’ Y PBFT, Raft, POET.

guarantees.

3.2 The Byzantine Generals Problem (BGP)

The Byzantine Generals Problem (Lamport, Shostak, Pease, 1982)

A group of generals commanding different divisions of an army surround an enemy city. They can only
communicate via messengers. To win, all loyal generals must agree on a common battle plan (Attack
or Retreat). However, some generals and messengers may be Traitors attempting to send conflicting
messages to cause defeat.

Theorem: In a purely synchronous network with oral messages, consensus is mathematically
IMPOSSIBLE unless more than two-thirds of the generals are loyal:
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Total Nodes N >=3m +1 (where m is the maximum number of Byzantine traitor nodes).

= Crash Fault Tolerance (CFT) vs. Byzantine Fault Tolerance (BFT):

- Crash Fault Tolerance (Raft, Paxos): Tolerates nodes crashing or disconnecting, but assumes all
active nodes are honest (used in private corporate clouds).

- Byzantine Fault Tolerance (PoW, PBFT, PoS): Tolerates both node crashes AND actively
malicious/adversarial nodes sending deceptive, conflicting information.

3.3 Consensus Algorithms: PoW, PoS, PoET, PoA, PoB

1. Proof of Work (PoW) & Nakamoto Consensus

Miners compete to solve computationally demanding cryptographic puzzles (SHA-256 / Ethash). The
block proposer is chosen proportionally to their hardware hashrate. Security is anchored in real-world
electrical energy expenditure. Uses the Longest Chain Rule for fork resolution.

= Pros: Proven security; zero barrier to entry; fully decentralized.

= Cons: Massive carbon footprint (terawatt-hours); specialized ASIC hardware centralization; slow
finality (~60 minutes).

2. Proof of Stake (PoS - Ethereum 2.0 / Casper)

Replaces energy-hungry miners with Validators who lock up cryptocurrency capital as collateral (Stake,
e.g., 32 ETH). Validators are pseudo-randomly selected to propose blocks and vote (attest) on proposed
blocks.

= Slashing Mechanism: If a validator behaves maliciously (e.g., double-signing two competing blocks
at the same height), the protocol automatically destroys (slashes) their locked stake and expels them
from the network!

= The 'Nothing at Stake' Problem: In naive PoS, validators have zero computational cost to vote on
all forks simultaneously. Slashing solves this by penalizing multi-chain voting.

3. Proof of Elapsed Time (PoET - Hyperledger Sawtooth)

Invented by Intel, POET uses hardware-enforced Trusted Execution Environments (TEEs) via Intel SGX.
Every validator node requests a random sleep duration from its secure hardware enclave. The node
whose timer expires first wakes up and publishes the block with a cryptographic hardware proof.
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= Key Advantage: Combines the fairness and open scalability of PoW with the near-zero energy
consumption of CPU sleep states.

4. Proof of Activity (PoA Hybrid) & Proof of Burn (PoB)

= Proof of Activity: Hybrid scheme. PoW miners search for an empty block header. Once found, the
network pseudo-randomly selects N coin holders (stakeholders) based on coin age to sign and
finalize the block.

* Proof of Burn: Miners demonstrate economic commitment by permanently destroying coins
(sending them to verifiable unspendable 'eater' addresses). Burning coins grants virtual mining
power without physical hardware depreciation.

5. Proof of Authority (PoA) & Delegated Proof of Stake (DPoS)

= Proof of Authority (PoA): Validators are pre-approved trusted entities whose real-world legal
identities serve as stake. High throughput (> 5,000 TPS) with instant deterministic finality; ideal for
enterprise private blockchains.

= Delegated Proof of Stake (DPo0S): Token holders vote with their coins to elect a small committee
of delegates (e.g., 21 block producers in EOS) who take turns producing blocks in round-robin

fashion.

Master Comparison Table: Blockchain Consensus Algorithms

Consensus Resource / Energy Transaction ;&s&zﬂ( Representative
Algorithm Stake Used Consumption | Throughput Model Platforms
Bitcoi
Proof of Work = Computation / Massive Low (7 - 15 Public / D:;Zlcr;'in
(PoW) Hashrate (ASICs) (Gigawatts) TPS) Permissionless Litecoin
Proof of Stake = Locked Capital Negligible (< High (50 - Public / Ethereum 2.0,
(PoS) Collateral ($ETH) 0.05%) 1,000 TPS) Permissionless = Cardano, Solana
Proof of . -
Elapsed Time Intel SGX Secure Negligible Moderate Permissioned Hyperledger
(Por])ET) Enclave Timers (Sleep states) (500 TPS) / Consortium Sawtooth
Zﬁﬁi):if E(e)falolri?c: i Zero (Instant) Ultra-High Private / \I-/Iec}:rlll:(’i er
v g . (5,000+ TPS)  Consortium yp 5
(PoA) Reputation Besu
Delegated Elected Delegate Nelicible High (2,000+ @ Public / Semi- EOS, Tron,
PoS (DPoS) Reps (Voting) g8 TPS) Centralized BitShares
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3.4 Scalability, Performance & The Blockchain Trilemma

The Blockchain Trilemma (Vitalik Buterin)

A fundamental architectural principle stating that a blockchain system can achieve at most TWO out
of the following three core properties simultaneously:

1. Decentralization: Network validation is distributed among thousands of independent nodes.
2. Security: Defense against 51% hashrate takeovers and economic collusion.
3. Scalability: High transaction throughput (thousands of TPS) with sub-second finality.

Example: Bitcoin & Ethereum chose Decentralization + Security (compromising Scalability); Visa chose
Scalability + Security (compromising Decentralization).

Scalability Solutions: Layer-1 vs. Layer-2

= 1. Layer-1 On-Chain Scaling (Sharding): Partitions the global blockchain state and transaction
history into parallel independent sub-chains (Shards). Each validator node processes transactions
for only one shard rather than the entire network, scaling throughput linearly with node count.

= 2. Layer-2 Off-Chain Scaling (Rollups & State Channels):

- State Channels (Lightning Network): Parties open multi-sig channels, execute thousands of
instant micro-transactions off-chain, and settle only net balances on Layer-1.

- Optimistic Rollups (Arbitrum, Optimism): Bundles hundreds of off-chain transactions into a
single batch posted to Layer-1. Assumes transactions are valid by default unless challenged via
Fraud Proofs during a 7-day challenge window.

- Zero-Knowledge Rollups (ZK-Rollups - zkSync, Starknet): Executes transactions off-chain and
posts a cryptographic Zero-Knowledge Validity Proof (zk-SNARK / zk-STARK) to Layer-1,
achieving instant mathematical finality.

3.5 High-Yield University Exam Question Bank

Part A: Short Answer Questions (2 to 5 Marks)

Q1. What is the Byzantine Generals Problem? State the 3m+1 rule. [3-4 Marks]

= Answer: The Byzantine Generals Problem models reaching consensus over untrusted
communication channels where traitor nodes send conflicting messages. Consensus is guaranteed
only if total nodes N >= 3m + 1, meaning the network can tolerate up to 1/3 Byzantine traitors.
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Q2. What is the 'Nothing at Stake’ problem in Proof of Stake? How is it resolved? [4 Marks]

= Answer: Because validating in PoS incurs zero computational cost, validators are economically
incentivized to vote on all competing forks simultaneously to maximize rewards. Protocols solve
this using Slashing: destroying the staked capital of validators detected signing multiple blocks at
the same height.

Q3. Define the Blockchain Trilemma with an architectural diagram. [3 Marks]

= Answer: The Blockchain Trilemma states that blockchains can simultaneously achieve only 2 of 3
properties: Decentralization, Security, and Scalability. Optimizing one property inherently degrades
another.

Part B: Long Answer Questions (10 to 15 Marks Outline Guides)

= Q4. Explain the Five Architectural Layers of Blockchain from Application to Consensus layer
in detail. [12 Marks]

= Q5. Compare Proof of Work (PoW) vs. Proof of Stake (PoS) with respect to resource usage,
validator selection, finality, and energy consumption. [12 Marks]

= Q6. Explain specialized consensus algorithms: Proof of Elapsed Time (PoET with Intel SGX),
Proof of Authority (PoA), and Proof of Burn (PoB). [12 Marks]

= Q7. Discuss Layer-1 (Sharding) and Layer-2 (Optimistic Rollups vs ZK-Rollups) scalability
solutions in modern blockchains. [12 Marks]

3.6 Unit Summary & Key Takeaways

= Blockchain architecture is divided into Application, Execution, Semantic, Propagation, and
Consensus layers.

= The Byzantine Generals Problem dictates that distributed networks require N >= 3m + 1 nodes to
tolerate m Byzantine traitors.

= Proof of Work relies on hashrate puzzles and energy; Proof of Stake replaces mining with economic
capital staking and slashing.

= PoET utilizes hardware trusted execution environments (Intel SGX) for energy-efficient fair lottery
sleep timers.

= PoA leverages legal identity in private networks; DPoS uses token voting to elect delegate
committees.

= The Blockchain Trilemma balances Scalability, Security, and Decentralization, addressed via
Sharding (Layer-1) and Rollups (Layer-2).

© abhyasmitra.in Page 8 of 9


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

BLOCKCHAIN TECHNOLOGY Unit I1I: Consensus Mechanisms & Scalability

© Copyright — abhyasmitra.in — All Rights Reserved

© abhyasmitra.in Page 9 of 9


https://whatsapp.com/channel/0029VbD3UKE8aKvOTKJcwK1K

	3.1  Blockchain Architecture & Layered Decomposition
	Detailed Five-Layer Blockchain Architecture

	3.2  The Byzantine Generals Problem (BGP)
	3.3  Consensus Algorithms: PoW, PoS, PoET, PoA, PoB
	1. Proof of Work (PoW) & Nakamoto Consensus
	2. Proof of Stake (PoS - Ethereum 2.0 / Casper)
	3. Proof of Elapsed Time (PoET - Hyperledger Sawtooth)
	4. Proof of Activity (PoA Hybrid) & Proof of Burn (PoB)
	5. Proof of Authority (PoA) & Delegated Proof of Stake (DPoS)
	Master Comparison Table: Blockchain Consensus Algorithms

	3.4  Scalability, Performance & The Blockchain Trilemma
	Scalability Solutions: Layer-1 vs. Layer-2

	3.5  High-Yield University Exam Question Bank
	Part A: Short Answer Questions (2 to 5 Marks)
	Q1. What is the Byzantine Generals Problem? State the 3m+1 rule. [3-4 Marks]
	Q2. What is the 'Nothing at Stake' problem in Proof of Stake? How is it resolved? [4 Marks]
	Q3. Define the Blockchain Trilemma with an architectural diagram. [3 Marks]

	Part B: Long Answer Questions (10 to 15 Marks Outline Guides)

	3.6  Unit Summary & Key Takeaways

